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BIERV6 Introduction ---- Forwarding Overview

IPv4/6 Hdr:
SA: X, DA: mcastX
Payload

iR

IPv6 Ext Hdr
<BitString info>

IPv4/IPv6/Eth
mcast data pkt

IPv6 Network

IPv6 Hdr(Outer):
SA: PE1 (Src.DTx),
DA: P10 (End.BIER)

Dest Opt Hdr:
BIER Info: 0110

IPv4/6 Hdr(inner):
SA: X, DA: mcastX
Payload

IPv6 Hdr(Outer):

SA: PE1 (Src.DTx), ——>

DA: PE2/PE3 (End.BIER)

Dest Opt Hdr:
BIER Info: 0010/0100

IPv4/6 Hdr(inner):
SA: X, DA: mcastX
Payload

\

IPv4/6 Hdr:
SA: X, DA: mcastX
Payload

IPv6 SA=PE1,

(1) Identifying source (for RPF)
(2) Identifying VRF (for MVPN)

IPv6 DA=P10/PE2/PE3
(1) Unicast address for multi-hop.
(2) Indicating BIER processing.
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BIERV6 Introduction---- Encapsulation

IPv6 Header Dest Opt header IPv4/IPv6/Ethernet multicast data packet

Next Header = 60 Next Header = 4/41/143 or BIER-PING packet
Vionion) Tt Sl | R e e e e ot e et e
| Payload Length | Next Header | Hop Limit | : +t—+-+-+-+-+-+-+—-+—-+-+-+—-+-+—+ t +t—+-+-+-+-+-+-+-+—-+—-+—-+—-+—-+-—+ :
; +—+—+-+—+—-+-+-+—+—-+—-+—+—F+—-4+—4+—F—+—+—4+—+ +—+—+— +—+—+— +—+— ; N BIERV6 0ptlon Data N
+ + | |
| | +H—+-+-+-+-+-+++++-+-++-+-+-+-+-+-+-+-+-+-+—+—+—+—-+—-+—-+—-+-+-+

ource Address

4‘- S A + l
L o srer-ia Crc gsl rn
| | t i t t t—+—+—+ t—+—+—+ t—+—+—+ t—+—+—+ t t—+—+—+ t—+—+—+ t—+—+—+
4 4 |Nibble | Ver | BSL | Entropy |
| T e e e s e e e LA et e A S RFC8296 BIER header
+ Destination Address + |OCAM|RsV| DSCP | Proto | BFIR-id | as BlERV6 Option data
| | F—+—+ t F—+—+—+ F—+—+—+ F—+—+—+ F—+—+—+ t F—+—+—+ F—+—+—+ F—+—+—+
T T | BitString (first 32 bits) ~
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BIERV6 Introduction----IGP(IS-1IS) protocol extension

LSA
K

LSA
A
id=4
Type = 236 Length
Type = Thd1l Length
Metric Information (4 bytes) Type = 32 Length Max Sl BSL BIFT-id
UIX|S| Resv | Prefix Len BAR IPA Subdomain-id
_ Type = Thd2 Length
Prefix (0~16 bytes) BFR-id
Optional sub-TLVs (0-255 bytes) Sub-sub-TLVs(variable) End BIER Address
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BIERV6 Introduction ----BGP(mvpn) extension

Join(S1, G1) Bfr-id=2
@ &
—

“\5@/—@ @ @ Bfr-id=3

i
oin(S1, G1)
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Layer-2.5 and Layer-3 BIER comparison -- architecture

Ipv6 tunnel lpv6 tunnel
CE1 BFIR1 asavirtual-link ~ BFR2 asavirtual-link  BFR3 BFER4 CE2
= p i ””’__— ~-‘~~s\s‘ o //”,4 ‘~\\\\\ P - 4 . Jv'/'j
& &P o —E) o &I & &
L2 “Link-Layer” L2 “Link-Layer” L2 “Link-Layer” * IPv6 tunnel as a link, SA/DA change on tunnel end-point.
[tnl SA=Dbfirl, DA=bfr2] [tnl SA=bfr2, DA=bfr3] [smac=bfr3, dmac=bfer4] * IPv6 view BIER as Payload; BIER view IPv6 as Link.
L2.5 “BIER-Header” L2.5 “BIER-Header” L2.5 BIER-Header * E2E(BFIR-to-BFER) view, it’s L2.5-BIER:
[BFIRid, BitString] [BFIRid, BitString] [BFIRid, BitString] * -—--BFIR-id identifying the data-origin source.
Inner Mcast-pkt Inner Mcast-pkt Inner Mcast-pkt * -—-Not support E2E function like fragmentation/ESP.

* -—-Not support E2E function like Slice/iFit/etc.

E2E IPv6 Function Integration — Fragmentation /IPSEC /Slice /iFit /SA-filtering

CEl BFIR1 BFR2 BFR3 BFER4 CE2
IS« g : g k 4 y g ; 23 =/
2 & e &) oo & & &
y \ * |Pv6 SA unchanged, Layer-3 IPv6 Source-routing Multicast.
- L3 “IPv6-and-EH L3 “IPv6-and-EH” L3 “IPv6-and-EH” : . . .
[SA=BFIRL, DA=BFR2 BFIRL DAZB * Each BFRis a Seg-Endpoint of Source-routing multicast.
(DOH BitS'tring] [sg- F'RS' A=BFR3 [SA=BFIR1, DA=BFR4 « E2E(BFIR-to-BFER) view, it’s L3-BIER:
= DOH=BitStri =BitStri
[ itString] [DOH=BitString] * --—--Unchanged IPv6 SA identifying the data-origin source.
Inner Mcast-pkt Inner Mcast-pkt Inner Mcast-pkt

* -—--Support Native IPv6 function fragmentation/ESP.
* -—--Support Innovation IPv6 function like Slice/iFit/etc.
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Layer-2.5 and Layer-3 BIER comparison -- detail
-

Underlay Protocol ISIS/OSPFv3 ISIS/OSPFv3 ISIS/IOSPFv3

Overlay Protocol BGP-mvpn BGP-mvpn BGP-mvpn

Basic (one-hop) replication MPLS/Ethernet :_ITr\]/E) Link-local tunnel (IPv6 as Link) IPV6 GUA for source-routing-mcast. [1]
Multi-hop replication over LSP or IPv6-tunnel IPv6 GUA (IPv6 as Link) Intrinsic support for multi-hop [2]
MVPN support and overlay Overlay header in between BIER Overlay header in between BIER No overlay header in between BIERv6 header and
header header and payload [3b] header and payload [3b] payload [3]

E2E(BFIR to BFER) IPv6

function — IP fragmentation  Not support Not support Support [4]

E2E(BFIR to BFER) IPv6

function — IPSEC ESP Not support Not Support Support [4]

E2E(BFIR to BFER) IPv6

functions — Slice/iFit/etc Not support Not support Support [4]
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Layer-2.5 and Layer-3 BIER comparison - overlay header overwhalm

BIER header
(BIFT-id, BFIR-id, Proto=3/4/6, BitString)

Pv4/IPv6/L2
cast data pkt

BIER header
(BIFT-id, BFIR-id, Proto=2, BitString)

IPv4/IPv6/L2
Mcast data pkt

BIER header
(BIFT-id, BFIR-id, Proto=1, BitString)

BIER header
(BIFT-id, BFIR-id, Proto=7, BitString) cast data pkt

BIER header Pv4/IPv6/L2
(BIFT-id, BFIR-id, Proto=8, BitString) cast data pkt

Ipva/ipve/L2
cast data pkt

BIER header
(BIFT-id, BFIR-id, Proto=9, BitString)

8 Proto value + 5 headers
Only for identifying VRF

0x0800 IPv4 hdr BIER header (8 Proto values) IPv4/IPv6/L2

0x86dd IPv6 hdr BIER header (8 Proto values) IPv4/IPv6/L2
_ BIER header (8 Proto values) IPv4/IPV6/L2
el o= oo @ Proo values) Pa/PyGIL2
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Inter-AS - multi-hop and scalability requirements

| AS-3 |
| (color 3)
| (1-65535) |

| Hosts

I — +
| Source |
| POP |
e +———t
|
e +———t
| Backbone |
| AS-0 |
+++————— +————+++
|
+————— +————+
| AS-4 |
| (color 4)
| (1-65535) |
+————— +————+
|
+————— +————+
| Access |
| Hosts |
e —————— +

|
FPIM
|
|
|
|
Stateless
o + MVPN
| As-5 | |
| (color 5)| |
| (1-65535) | |
+————————t ————————
| |
+-———+-———+  IGMP/MLD
| Access | |
| Hosts | -——————
e +

* Requirement of multi-hop replication

* Only PE and ASBR on Backbone need to support
BIERV6.

e Otherwise all nodes need to support L2.5-BIER.

* It's not a temporary requirement.

e BIERvV6 takes multi-hop replication as basic req.

* Refer to <bier-ipv6-inter-domain> draft.

HUAWEI TECHNOLOGIES CO., LTD.

* Think of On-demand Inter-AS multicast.

| As-1 |
| (color 1) |
| (1-€5535) |

| AS-2 |
| (color 2) |
| (1-€5535) |

| AS-3 |
| (color 3) |
| (1-€5535) |

| AS-8 |
| (color 8) |
| (1-€5535) |

| Backbone |

| ASs-4 |
| (color 4) |
| (1-€5535) |

| ASs-7 |
| (color 7) |
| (1-€5535) |

| AS-6 |
| (color €) |
| (1-€5535) |

| AS-5 |
| (color 5) |
| (1-€5535) |

Source on AS 1/PE1, need to replication to packet to AS-1 to 8.

1 Source, N number of AS, means 1*N provisioning for BFIR-id.

X Sources, N number of AS, means X*N provisioning for BFIR-id.
N AS * M PE per AS, means (N*M)*N provisioning for BFIR-id.
* BIERv6 doesn’t need to configure BFIR-id.

Refer to <bier-ipv6-inter-domain> draft.
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BIERV6 security — New paradigm by RFC8754 using IPv6 address block

1. BAny packet entering the BIER Domain and destined to an End.BIER
IPve Address within the BIER Domain is dropped. This may be realized
with the following logic. Other methods with equivalent outcome are
considered compliant:

* allocate all the End.BIER IPv& Address from a block S/s

* configure each external interface of each edge node of the domain
with an inbound infrastructure access list (IACL) which drops any
incoming packet with a destination address in S/s

* Failure to implement this method of ingress filtering exposes the
BIER Domain to BIER attacks as described and referenced in [RFCE8296].

draft-xie-bier-ipv6-encapsulation-07

2. The distributed protection in #1 is complemented with per node
protection, dropping packets to End.BIER IPvé Address from source
addresses outside the BIER Domain. This may be realized with the

following logic. Other methods with equivalent ocutcome are
considered compliant:

* assign all interface addresses from prefix A/a

* assign all the IPvé addresses used as source address of BIER IPve
packets from a block B/b

* at node k, all End.BIER IPvé addresses local to k are assigned from
prefix Sk/sk

* configure each internal interface of each BIER node k in the BIER
Domain with an inbound TACL which drops any incoming packet with a
destination address in Sk/sk if the source address is not in A/a or
B/b.

For simplicity of deployment, a configuration of IACL effective for
all interfaces can be provided by a router. Such IACL can be
referred to as global IACL(GIACL) .Each BIER node k then simply
configs a GIACL which drops any incoming packet with a destination
address in Sk/sk if the source address is not in A/a or B/b for the
intra-domain deployment mode.
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BIERVé6 Standard introduction
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BIERv6 Standards

draft-ietf-bier-ipv6-requirements-04 WG doc 2019.4 BIERV6 Use cases and requirements
draft-xie-bier-ipv6-encapsulation-07 Individual doc 2018.4 BIERV6 encapsulation
draft-geng-bier-ipv6-inter-domain-01 Individual doc 2018.7 BIERV6 Inter-AS stateless multicast deployment
draft-xie-bier-ipv6-mvpn-02 Individual doc 2019.3 BIERv6 MVPN
draft-xie-bier-ipv6-isis-extension-01 Individual doc 2019.7 BIERV6 ISIS extension
draft-geng-bier-biervé-yang-00 Individual doc 2020.6 BIERV6 Yang Model
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Main IETF feedback and the action/response

IETF feedback: BIERv6 Security considerations
* Rev-04 updated, using paradigm of RFC8754 for securing the entire limited-domain using IPv6 address block.
* No need for per-IPv6-tunnel securing.
IETF feedback: BIER OAM(ping/trace) support
* Rev-05 updated, support BIER pint/trace.
IETF feedback: IPSEC support clarification of tunnel/transport mode
* Rev-05 updated, support tunnel mode ESP.
IETF feedback: BIERv6 benefits
* Answer on mail list. Refer to previous comparison of BIER and BIERV6.
IETF feedback: what’s the requirements
* BIERvV6 requirements draft adopted as IETF WG document. It describes use cases and requirements of BIER IPv6.
IETF feedback: current BIER is Layer-2.5 design, why need a Layer-3 BIER?
« Comment-1: BIER is layer-2.5 design, non-BIER routers can be supported by using an extra tunnel of any type — LSP, IPv6 tunnel, etc.
e LSPis not the interest in IPv6 network, and security need to be considered for L2.5-BIER over IPv6 tunnel.
» Refer to BIERv6-encapsulation draft section 3.2, bierv6-inter-domain draft, and p10 of this slide to know req of multi-hop replication.

* Comment-2: Why need a Layer-3 BIER? BIERin6 is good for and targeting HOMENET, which can use the IPv6 protocol stack to implement the
fragmentation & assembly, then send to software-forwarding process. No need for Layer-3 hardware forwarding.

* BIERv6 aims to provided Native IPv6 BIER solution for all IPv6 benefits, see p8-p9 of this slides to know these benefits.
* BIERvV6 does not aim for HOMENET that BIERin6 does.
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BIERV6 evolution

3 options of multicast solution
from the very beginning.

BIER origin from this but design for MPLS/L2.5

RFC2902 —

IAB COmments
PIM scales wel| for big network
PIM scales bad for massive session
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