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Engineering vs. science
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Words

• History repeats itself. 

• The future is a door, the past is the key. The farther 
backward you can look, the farther forward you 
can see.

• If we could do it again?
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案例1： OGAS vs APANET
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1959
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Anatoly Kitov
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An economic networks for 

command economy 

(electronic socialism)

A “survivable” network that would 

last long enough in a nuclear strike

Paul Baran

Donald Davies

CEMI was no longer actively 

pursuing any unified computer 

network projects

Local  computer were built 

never connected

1965

USSR vs US
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Paul Baran’s paper, ARPANET and RFC1
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OGAS
• Six  research directives

1. Develop a theory of 
optimal planning and 
management for a unified 
mathematical model of 
national economy; 

2. Develop a unified system 
of economic information; 

3. Standardize and 
algorithmize the planning 
and management 
processes; 

4. Develop mathematical 
methods for solving 
economic problems; 

5. Design and create a 
unified state network of 
computer centers;

6. Derive a specialized 
planning and 
management system 
based on mathematical 
methods and computer 
technology. 

• Resistance from at least five 
groups
1. The military wanted nothing to do 

with civilian affairs, especially when 
that meant fixing the command 
economy that already fed its 
coffers;

2. The economic ministries 
(particularly the Central Statistical 
Administration and the Ministry of 
Finance) wanted the OGAS Project 
under their control and fought to 
the point of mutiny to keep 
competing ministries from 
controlling it; 

3. The bureaucrats administering the 
plan feared that the network 
would put them out of a job; 

4. Factory managers and factory 
workers worried that the network 
would pull them out of the 
informal gray economy; and 

5. Liberal  economists fretted that the 
network would prevent the market 
reforms that they sought to 
introduce.

Viktor Glushkov



10

互联网和苏联计算机网比较
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案例2：NCP vs. Cyclades
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INWG

funding

1972

ARPANET

NPL

Cyclades

1st INWG

1972.10 DC

INWG 1

INWG 2

INWG 20

1973

2nd INWG

1973.06 NY

INWG 28

INWG 39

INWG 42

1974

3rd INWG

1974.10 [SE]

1975

4th INWG

1975.05 CA

INWG 85

INWG 61

INWG 39

CCITT

ISO

1976

INWG 111

INWG 96

rejected

INWG 39

1980

Reality

CCITT “do not object to packet switching, as long as it looks just like circuit switching.”

Cerf resigned
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The Cyclades Architecture and David Clark (1988)

Host won’t trust the network 

the network does not have to be perfect 

(and can’t be) 

• Best-effort 

• End-to-end



A protocol for packet network 
intercommunication

……
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案例3： Split IP from TCP
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INWG 39 and TCP/IP

funding

1972

ARPANET

NPL

Cyclades

1st INWG

1972.10 DC

INWG 1

INWG 2

INWG 20

1973

2nd INWG

1973.06 NY

INWG 28

INWG 39

INWG 42

1974

3rd INWG

1974.10 [SE]

1975

4th INWG

1975.05 CA

INWG 85

INWG 61

INWG 39

CCITT

ISO

1976

INWG 111

INWG 96

rejected

INWG 39

1980

Reality

CCITT “do not object to packet switching, as long as it looks just like circuit switching.”

Cerf resigned

Split IP from TCP
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Split TCP and IP (1)
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Split TCP and IP (2)

• The initial effort to 
implement TCP resulted in 
a version that only allowed 
for virtual circuits.

• Different applications
• File transfer

• Voice

• In 1978, Cerf, Danny Cohen 
and Jon Postel, split the 
functions of TCP into two 
protocols, TCP and the 
Internet Protocol (IP).

Vint Cerf
• Not designed for any specific 

applications: just move packets

• Designed to run over any 
communication technology

• Permission innovation at the 
edges

• Design to scale

• Open to new protocols, new 
technologies, new applications
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INWG transport protocols 

Three layers of different 

scope each with addresses

• Inter-domain routing: Internet layer

• Intra-domain routing: network layer

• Subnets: link layer
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案例4： TCP/IP vs. OSI
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OSI

1977 1978

CCITTBritish proposal

U.S. and French support

Fight against 

IBM and Telcos

1st meeting

1978.02

datagram design

Virtual circuit

INGW

1984

OSI 

reference 

model

1985

DoD

1988

GOSIP

NSFNET AUP

19921989

Is OSI Too Late?”

1991

Ten Years of OSI—Maturity or Infancy?,”

Can you imagine trying to get the representatives from ten major and competing computer corporations, and ten telephone 

companies and PTTs], and the technical experts from ten different nations to come to any agreement within the foreseeable 

future?”

1983

TCP/IP

UNIX

NSFNET
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为什么TCP/IP战胜了OSI
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为什么TCP/IP战胜了ATM

面向连接虚电路

信元定长53字节

三维模型
ATM was going to solve all 

the world's networking and 

telecommunications problems 

by merging voice, data, cable 

television, telex, telegraph, 

carrier pigeon, tin cans 

connected by strings, tom-

toms, smoke signals, and 

everything else into a single 

integrated system that could 

do everything for everyone. 



原因
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互联网和X.25及ATM比较
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案例5： SIPP vs. CLNP
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IPng

1992.06 1992.07

IAB proposal 

for CLNP

Kobe meeting Cambridge, Massachusetts

meeting

IETF participants protested to the Internet Society

INET92 IETF - 24

iab-minutes-1992-06-18

draft-iab-ipversion7-00.txt

IETF24
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Why IPng?

• Problems with IPv4
• “Address is running out!”
• Routing table explosion

• Short term solutions
• NAT
• CIDR

• Long term solution
• IPng
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IAB’s proposal

• 1992年6月IAB宣布一项OSI技术-无连接网络协议(CLNP)—将成为互联网
路由和编址的未来标准时，遭到了IETF参与者的直接反抗。

 IAB之所以选择CLNP,是因为它能够迅速解决编址和路由问题。IAB拒绝了IETF
指导组(IESG)关于允许对此问题进一步研究和实验六个月的建议。IAB主席断
言：。IP地址太少、路由条目太多，这一问题切切实实而且迫在眉睫，对未
来全球互联网的发展威胁显而易见。传统的IETF决策流程在这一问题面前不
合适，我们不能指望在百花齐放的过程中，让'好的选择'在部署和实验中自动
浮现出来，这样整个互联网都太危险了，在整个选择流程走完之前，互联网
可能已经在自己爆炸式的成功中淹死了"(Lyman Chapin,JUl 1,1992,cited in 
Hofmann 1998, 15 ).

 IAB的这一决定引发了一次抗议风暴，在接下来的一次IETF会议中该决定被全
部撤销。这个争议迫使IETF不得不面对互联网社区中谁做决策以及决策者如
何选择这样的基本问题。

 Steve Crocker领导成立了新工作组——互联网标准组织流程，后来被称为
POISED工作组(RFC 1396)然而，这个正式选举领导人的建议很快便终止了。
IETF没有开始选举的最重要原因是，Jon Postel和其他几位资深人物郑重声明
他们拒绝参与任何选举制度。这些技术精英对民主方法和公共问责(public 
accountablity)非常厌恶。

 1992年那次致命的失策破坏了对IAB好几年的信任，同样也玷污了互联网协会。
直到1996年，ISOC和IAB才在更广泛的互联网社区中重新获得足够的权威来
维持领导位置。
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Vint Cerf

• The Internet could 

not have been so 

successful in the past 

years if IPv4 had 

contained any major 

flaw.

• Ten years of 

experience brought 

lessons.
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David Clark
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IP Versions

IPv6 (SIPP: RFC1710 ) IPv7 (CATNIP: RFC1707) IPv8 (Pip: RFC1621)

IPv9 (TUBA: RFC1347)

IPv9 (April 1: RFC1606)
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案例6： World Wide Web



WWW

• 1980年，伯纳 · 李（Tim Berners-Lee）到CERN工作半年，需要对大量的内部资料（声图文）进行关联

和查询，他编了一段 “内部问询（Enquire Within）” 程序

• 经过10年努力，1989年再次来到CERN，提出开发World Wide Web 的建议，但未获支持，只能业余

进行研究
– 能否不按照物理地址，而是根据内容进行查询
– 能否用统一的格式对声图文等各类资源进行标注

• 1990年12月，编写了世界上第一个万维网服务器和浏览器的程序，1991年在CERN内部使用，并在网

上免费提供全部技术资料

• 1993年，第一个图形界面浏览器研制成功，取名Mosaic

• 1995年，图形界面的浏览器Netscape Navigator上市，最普及的是Netscape公司的Navigator和微软的

Internet Explorer



概念和机理

• 两个概念
– 超文本概念-Hypertext：不是顺序

关系，而是链接关系
– 通用资源定位概念-Universal 

Resource Locator：对各种资源统
一定位

• 两项实现技术
– 超文本传输协议-HTTP
– 超文本表识语言-HTML：如何链接、

是哪种资源（声图文等）



演进



理念

• 你可以让围墙花园变得非常

动人，但从长远来看，外面

的丛林永远都是更有吸引力

的那一个。

− Tim Berners-Lee

• Principles such as simplicity and 

modularity are the stuff of 

software engineering

• Decentralisation and tolerance

are the life and breath of 

Internet
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案例7： IAB
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Open Internet Keys
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Snowden 

IETF87

IETF88

Encryption without authentication
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Snowden and five hums 

• The IETF is willing to respond to the pervasive 
surveillance attack?

• Overwhelming YES.  Silence for NO.

• Pervasive surveillance is an attack, and the IETF 
needs to adjust our threat model to consider it 
when developing standards track specifications.

• Very strong YES.  Silence for NO

• The IETF should include encryption, even 
outside authentication, where practical.

• Strong YES.  Silence for NO

• The IETF should strive for end-to-end 
encryption, even when there are middleboxes 
in the path.

• Mixed response, but more YES than NO. 

• Many insecure protocols are used in the 
Internet today, and the IETF should create a 
secure alternative for the popular ones.

• Mostly YES, but some NO. 

Hardening The Internet

Sweden event

http://www.youtube.com/watch?v=oV71hhEpQ20
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分层模型

IPv6 （网络层三元组）

link：Ethernet（fiber, UTP, WIFI） Link: 2G、3G、4G、5G、6G

Transport（TCP/UDP）：TLS、dTLS（传输层两元组）

Application (HTTP, HTTPS, [1.1, 2.0, 3.0])

Names: DNS,DNSSEC, DOT, DOH Certificate：DV  、OV 、 EV
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基础设施安全

• 路由系统安全
 rPKI

• 域名空间安全
 Root

 DNSSEC

• 公钥证书安全
 HTTPS

• 供应链安全
 商业软件

 开放源码

 硬件

 芯片



44

USG statement

• The US government's role in IANA is purely clerical
• There are four key principles – and that's it

• Support and enhance the multistakeholder model
• Maintain the security, stability, and resiliency of the Internet DNS
• Meet the needs and expectation of the global customers and 

partners of the IANA services, and
• Maintain the openness of the Internet

• Governments are only one stakeholder and cannot be in 
charge

• The answer to the transition lies in IANA's 'customers'
• US domestic politics are a factor
• The bigger picture is developing countries and the 

multistakeholder process
• ICANN accountability is something for the community to 

figure out



IANA transition
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• RIRs
• Names

• Protocol
(communities)

ICG

USgov

• Support and enhance the 
multistakeholder model

• Maintain the security, 
stability, and resiliency of 
the Internet DNS

• Meet the needs and 
expectation of the global 
customers and partners 
of the IANA services, and

• Maintain the openness of 
the Internet

“Numbers” “Names”

“Protocol

Parameters”

Root zone file
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小结
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为什么是ARPANET?

叛逆精神

国家战略

充足经费

市场经济

精英团队

ARPANET NSFNET 商业化

OGAS 

CYCLADES 

“红书”方案

NPL Mark I 

WWW linux 

美国

英国

法国

苏联

欧洲

中国

TC
P

/I
P

+
W

W
W
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网络体系结构演进

ISDN

X.25

FR

ATM

IPv4 

IPv6 

OSI

DECNET

AppleTalk

IPX

Circuit switching

Virtual circuit

switching

Packet switching

FN

SNA

FI IP

Non-IP

SDN

80/443

PSTN

NCP

NDN

MobilityFirst

XIA
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TCP/IP标准化组织演进

Split TCP and IP
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Internet的设计原则
• 网络协议必须适应异种机之间的互联。

• 选择某一个方法（靠标准)。

• 具有很好的扩展性。

• 性能、成本和所能实现的功能的平衡点。

• 保持简单性。

• 模块化。

• 不要等待找到完美的解决方案。

• 尽量避免选项和参数。

• 在发送时应严格，在接收时应宽容。

• 小心处理自己没有请求而收到的分组。

• 避免循环依赖性。

• 对象应该能够自我描述。必须使用由IANA授权所使用的编码。

• 任何协议都应使用统一术语、注释、比特和字节顺序。

• 只有当实现了几个能够运行的程序实现后，Internet的协议才能成为
标准。
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Project to 2051 (?!)



2021年网信办加快推进IPv6规模部署和应用
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5353

大道至简

IPv6

IPv4

MPLS

Tunnel

MPLS TP OTN

TE

DHCP

GMPLS
xxxGE

ATM SDH

FRR

PPPoE

OSS/BSS

From IPv6-only

IPv6 Routing Forwarding 

Translation （IVI）

Encapsulation

SSM

nms

SRv6

安全

To
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互联网核心技术演进

1970s      1980s      1990s      2000s      2010s      2020s

NCP TCP/IP DNS, BGP HTTP HTTPS

设计原则

？？？

技术模块



CERNET
学术互联网CERNET 下一代互联网示范网络CERNET2 未来互联网试验设施FITI

CERNET lambda (100G)

AS4538
IPv4:CIDR blocks (/8)
IPv6: 2001:250::/32

AS23910+(AS24348-24372)+AS23911
IPv4: none
IPv6：2001:da8::/32 + 240c:c000::/20 +

AS38272：AS38272+(AS142650 -146745)+AS38255
IPv4: none
IPv6: 240a:a000::/20
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RFC1925
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网络的十二条军规（1）
• 真理 #1: 必须有效

• 真理#2: 不管你如何增加推力，你也不可能超越光速。
• 2a (推论). 不论你怎么努力，也不可能让胎儿在9个月之前正常出生。

拔苗助长只会适得其反。

• 真理#3: 只要推力足够，猪也能在天上飞。不过这并不是个
好主意，因为着陆可能会是个问题。还有，当猪在天上飞
的时候，你在下面会很危险。

• 真理#4: 有些事情如果不是亲自动手，这辈子都不会理解或
体会到。如果某人没有真正搭建过商业网络设备或没有运
营过网络，是无法完全理解网络的。

• 真理#5: 很多人都希望通过一个解决方案同时解决多个分立
的问题。在大多数情况下，这都是个坏主意。
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网络的十二条军规（2）
• 真理#7: 总是有原因的

• 7a (推论): 好用，快速，廉价：三者只能选其二(不可能三者都占着)

• 真理#8:事情总是比你想的复杂.

• 真理#9: 不管什么资源，多多益善
• 9a (推论) 所有网络问题的解决时间总要比看上去长

• 真理#10: 不同情况分别对待

• 真理#11: 所有的老方案都会换个名字或者换个陈述方法重
新被提出来，不论以前这种方案是否成功过。

• 11a (推论). 参考6a。

• 真理#12: 在协议设计上，完美并不是指该添加的都添加了，
而是指该去掉的都去掉了。
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小结

• Solve the real problem：解决真实问题

• Focus on the key issues：聚焦关键问题

• Think globally ：全局考虑

• Actively participate in the mailing list：主要通过
email进行交流

• Speak to the friends：口口相传

• Encourage Young people：鼓励年轻人参与

• Have fun：乐在其中



问题???



谢谢！


