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15+ years research and development work in MPLS and SDN Controller as the system architect.

Be active in standard activities since IETF75 and propose 100+ drafts/RFCs in RTG/OPS areas ( ).
Promoted SDN Transition (Netconf/YANG, BGP/PCEP, etc.) innovation and standard work in the past years.

Focus on the innovation standard work of SRv6, 5G Transport, Telemetry, Network Intelligence, etc. since 2016.

Be elected as the IETF IAB member to be responsible for Internet architecture work from 2019 to 2021. Be elected again as the IETF
IAB member to be responsible for Internet architecture work from 2021 to 2023.

RFC 898 p— draft-ietf-spring-srvé-srh-compression-03 — SRv6 Network Programming
Internet-Draft Ushering in a New Era of IP Networks
SPRING W. Cheng, Ed.
Internet Engineering Task Force (IETF) C. Filsfils, Ed: Internet-Draft China Mobile
Request for Comments: 8986 Cisco Systems, Inc. Intended status: Standards Track C. Filsfils
Category: Standards Track P. Camarillo, Ed. Expires: 15 July 2023 Cisco Systems, Inc.
Published: February 2021 Cisco Systems, Inc. 2. B
ISSN: 2070-1721 J. Leddy Hua TSt
Akamai Technologies B. Decraene
D. Voyer Orange
Bell Canada F. Clad, Ed.
S. Matsushima Cisco Systems, Inc.
SoftBank 11 January 2023
Z. L1
Huawe "N@ERmmatE e
Compressed SRv6 Segment List Encoding in SRH Zhenbin Li
Segment Routing over IPv6 (SRv6) Network Programming draft-ietf-spring=srv6-srh-conpresslon-03 Zhme Tl

Cheng Li



http://www.ipv6plus.net/ZhenbinLi

Agenda

Why IPv6 Enhanced
IPv6 Enhanced Technologies

IPv6 Enhanced Industry Development
MPLS Network Actions Seeks Expansion

2 HUAWEI



IP Evolutions: Applications Drives the Change of IP Network Architectures
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s Public Cloud
SDN for Central

g‘i g‘% v Control/Network
Y 9 %;qﬁ? Programming

1970, ARPANET s

=== Private Cloud

\Single Service Integrated Bearing SDN Internet &
Connectivity of Multi-Servic . of Things ’q
- )
g = U = (Cqo) = (g
IPv4 Internet AlllP 1.0 All IP 1.0+ AlllP 2.0
(MPLS for IP Core/  (VXLAN for DCN) (All IPv6)
Metro/Mobile Transport) (Cloud/5G/10T, etc.)

Rethinking on IPv6: Address Space is not enough.
5G changes the attributes of connections, and cloud changes their scope.

Mission of IPv6 Enhanced:
o Integrate different network easier based on affinity to IP reachability.
o Provide more encapsulations for new network services such as Network Slicing, DetNet, etc.
o  Cross the chasm between application and network based on affinity to IP and Network Programming
conveying application information through IPv6 Extension Header into network.

o Promote IPv6 combining with requirements on more address spaces. SN2 HUAWEI



IPv6 Extension Headers and SRv6: Release Network Programming Capabilities

IPv6 Extension Headers SRH: Three Layers of Programming Spaces

Version Traffic Class Flow Label IP SRv6 SRH Header

Header - : . : Payload
Pload Length Next=43 | Hop Limit 128 Bit 128 Bit %28 Bit 1\28 Bit
Source Address
IPv6 SA
L Header
Destination Address
Hop-by-Hop Options Header r

Destination Options Header

Routing Header/SRH

The “Funchion” can idenify
LZVPNLIVPN, and any services or APP

Destination Options Header

Payload

30 years ago, because of limitation of network hardware capabilities, the In the new era, breakthrough of network hardware and programming
chipset capabilities makes IPv6 extensions (variable-length packet

header) possible to support more network services.

hardware-friendly design (MPLS: fixed-length packet header) was adopted
to extended network functionalities (VPN/TE/FRR, etc.)

6 V2 HUAWEI




IPv6 Enhanced Research and Standard Planning

IPv6 Enhanced 1.0: SRv6 Basic Capabilities

SRv6 VPN
SRve TE
SRv6 FRR
IPv6 Enhanced 2.0 : New Network Services for 5G/Cloud
Network Slicing/VPN+ - OAM - SFC
In-situ Telemetry/IFIT « Path Segment - SD-WAN
- BIERV6 . Detnet « SRv6 Compression/G-SRv6

IPv6 Enhanced 3.0: APN6 - App-aware network architecture
« Forwarding Plane: Conveying Application information via IPv6 extension header

« Control Plane: Exchange Application information through control protocols

7 &2 HUAWEI
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SRv6 BE-based L3VPN

CFG:
VPN route:1.1.1.1 1SR ipv6—srh end-sid A2:1 64
Py | NHP:A2:1::124 2 ip vpn-instance vpn100
PE J RR RR E\\\‘/\F’I\‘I\Sid:AZ:lz:BlOO prefix-sid dynamic A2:1 64
S — ' 2 3 Interface loopback0
P P A |pv6 address A2:1::124 64
w ’ My local sid table:
N A2:1::B100 END.DT4
“““ IPv4 L3VPN(VRF 100)
Redistribute to ISIS END.DX4 — per CE per SID, no
ISIS Route: A2:1/64 ISIS Route: A2:1/64 ﬂ BGP Route: A2:1/64 FRR for CE/PE

€n

. SA2.222 SA:2.2.2.2 SA:2.2.2.2 SA2.2.2.2 SA:2.2.2.2
DA111.1 DA:1.1.1.1 DA:1.1.1.1 DA:1.1.1.1 DA:1.1.1.1

SA:A1:1::123 SA:Al1:1::123 SA:A1:1::123
DA:A2:1:B100 DA:A2:1:B100 DA:A2:1:B100

9 &2 HUAWEI




SRv6 TE-based L3VPN CFG:

P ——— VPN routeT 1 SR ipv6-srh end-sid A2:1
|| NHP:A2:1:124 64

PE -- | VRN Sid: A2:1:B100 2 ip vpn-instance vpn100

T p |PV6 Domaln P prefix-sid dynamic A2:1 64
3 Interface loopbackO
(M\ ’ lpv6 address A2:1::124 64
. : My local sid table:
SR Policy:{A1:2,A1:3} AT:2 A1:3/64 A2y:1 ~B100

ENDPOINT:A2:1

licitl fi END.DT4
e DN istri IPv4 L3VPN(VRF 100
Steering VPN Traffic Redistribute to ISIS ( )

into an SR Policy ISIS Route: A2:1/64 ISIS Route: A21/64 7 BGP Route: A2:1/64

<t

-[>-E>-i>-[>-
SA:A1:1:123 AT
SA:A1:1::123 SA:A1:1:123
DA:AT:2 DA:AT:3 DA:A2:1::B100
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SRv6 is The Best Technology for Future-oriented IP Network

Application-aware Networking

Experience
(APN)

Inter-domain
Differentiated Assurance

Network Communication
No solutions(MPLS)

g/, c
//

Programmable Applications

Complex Protocols and Cannot extend Un-routable 20-bits label with Limited capacity

to other networks
MPLS MPLS YA
- -

Access Aggrﬁgatlo Cloud

I

Programmable Paths & Services

SRv6 Segment List SRv6 Optional TLV

Unified & simplified Protocols

e 9

\ﬁj iMas1er\Nb/g
''''''''''''''''''''''''''''''''''''''''''' Programmable Optional TLVs, enabling

: ' Programmable segments, enabling | licat bilit
N x Y | service programmability | : application programmability
L SRv6 M P Locator Function Argument i : APP ID Type
— Access Aggregation Cloud ' Location info Service function Enhancement | : User ID Length
Reachability definition ! ! Net Req. Service Meta

|
________________________________________________________
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SRv6 Evolution: End-to-end Network Unified Forwarding Process

Domainl Domain2 Domain3

Core CR Metro CR

Metro CR Core CR

IP Backbone

Simplicity and Scalability: Work based on IPv6 reachability, no extra signaling. More scalable benefiting form route aggregation.
Convergence: 10+ Protocols are converged to SRv6 + EVPN to simplify the service provisioning.

Forward Compatibility and E2E incremental deployment: Unified process to converge different IP network domain. TE and SFC can be deployed incrementally and easily.

Extensibility: Possibility to be extended to support more new services based on IPv6 as the starting point.

12 V2 HUAWEI



SRv6: Mature Standardization and Rich Eco-system

Almost All SRv6 Protocol Extension Drafts Become RFC

13

Mature Standardization

7 RFCs are released

RFC 8402
RFC 8986
RFC 8754
RFC 9252
RFC 9256
RFC 9259
RFC9352
IESG review
IESG review
Pre WGLC

SR Architecture

SRv6 Network Programming
IPv6 Segment Routing Header
SRv6 VPN

SR Policy Architecture

OAM in SRv6

IS-IS Extensions

PCEP Extension

BGP SR policy

SRv6 Compression

Mainstream Vendors already support SRv6

0 el uniper

NDKIA BAREFOO}T © BROADCOM

NETWORKS

IT(|Marver. PAVEGERENE  SPIRENT

...more

EANTC Continuous SRv6 Inter-op Test (2018 — 2023)

V2 HUAWEI



Record-Speed Deployment in Global Carriers

Global Carriers Consensus
(Part of the list)

v'Orange Spain Deployed
orange

Global SRv6 Cases

i - - v'2 Round RFP Released

¢° Telefénica| v Brazil VIVO 10T Trial

- v'Already Deployed

O\ 1 E
) & LEEE v'24 network Deployed

v'SRv6 Flex-Algo on 5G Commercial
Network

m v’ Already Deployed in 3 countries’

10+ 60+ 100+ 160+

\
A 4

@; v’ Already Deployed in 2 countries' 2019 2020 2021 2022
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SRv6 Deployment with Dual-Vendor Interworking

Challenges

1. Network evolution is complex
IP Network of Orange Spain is built

by Huawei, Cisco, Nokia and Juniper.
2. 5G network optimization is complex

Manual optimization based on
MPLS/RSVP-TE is complex and takes
several days.

Requirements

1. Target network architecture for future

* Future services oriented target network
* Evolvable protocol by multi-vendors

2. Flexible network optimization
* Easy network optimization

15

Implement SRv6 Interworking

4 iMaster NCE
orange

SDN Controller & Analyzer

BGP SRv6 Policy BGP-LS
Telemetry
‘ IP Network ]
\ ’, il hal]
=g ~ CISCO sce

HUAWEI SRV )

InteToEr;bility

Service Scope Standard Solution

5G / LTE IGP IS-IS v6 Huawei ATN/NE
SRv6 BE/Policy TOPO BGP-LS

PE Node, SRv6 Support
2G /3G Forward SRV Cisco NCS
MPLS/RsvP-TE | Control BGP-SR P Node, SRv6 Support

Interworking

Benefit: Flexible Optimization

Flexible path optimization on demand

=3

Optimal Path
N 1ems <

ccccccccc

"~ Detotfpath .
50+ms

llllllll

uuuuu
cccccccc

nnnnnnnn
ag
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o

Roaetas

.........

Automation Optimization
improve average lantency
O&M efficiency reduce 16ms

~ ~

Days Mins 54ms 38ms

We expect in 2023 that all the equipments will
have a renewal.

— Hector Llorente
IP & Transport Network Manager, Orange Spain
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History of SRv6 Compression

CRH
SR —>
Architecture Draft 1st Edition SRv6 NP
RFC8986
RFC8402
hi SR
SR Architecture Architecture SRv6 NP upgrade
Draft 1st Edition WG document Draft 1st
Edition C-SRv6
Draft 1st Edition —
Merged C-SID C-SID draft
draft WG adoption
B
1 ETF ‘
2020.5 2021.2 2022.2 2023.4
2013.06 2014.12 2017.03 2018.07 2019.02 2019.07 2020.2

« 5 solutions were proposed, and finally merged into one single solution Compressed-SID (C-SID).
« C-SID draft[1] has been adopted as WG draft since Feb, 2022 and near to WGLC now.

[1].https://datatracker.ietf.org/doc/draft-ietf-spring-srv6-srh-compression/ ,
16 V2 HUAWEI



SRv6 Compression: Converged Single Solution and C-SID draft adopted by WG

SPRING W. Cheng, Ed.
IETF SPRI NG WG Internet—Draft China Mobile
Intended status: Standards Track C. Filsfils
— draft-ietf-spring-srv6-srh-compression(C-SID) is adopted. Frpires: 22 September 2022 Frsco Systems, Ine
Huawei Technologies
B. Decraene
— C-SID draft defines flavors for the SR endpoint behaviors, gragg?
which enable a compressed SRv6 Segment-List encoding in Al ibabn
the Segment Routing Header (SRH). D. Voyer
Bell Canada
» Replace-C-SID Flavor a.k.a G-SRv6 F. Clad, Ed.
Cisco Systems, Inc.
 Next-C-SID Flavor a.k.a uSID S. Zadok
Broad
 Next-and-Replace-C-SID Flavor I Guichard
Futurewel Technologies Ltd.
L. Aihua
— All the flavors are defined under the SRv6 network ZTE Corporation
. ) R. Raszuk
programming architecture RFC8986. NTT Network Innovations
C. Li
Huawei Technologies
— Replace-C-SID flavor SID and Next-C-SID can be encoded in a 21 March 2022
single SRH for better interop, and the interop test had been done
in 2020 Compressed SRv6 Segment List Encoding in SRH
) draft—ietf—sprine—srvB-srh—compression—-01

C-SID is the recommended solution as per the DT’s analysis result, which meet all the compression reqgs

- V2 HUAWE]



SRv6 Compressed SID (C-SID)

A normal SRv6 SID is a 128 bits IPv6 address allocated from an address block, called SID Space.

* For the SIDs in the SID list within an SRH, they may share the locator block, and the locator block is redundant that can be deleted to
reduce the overhead.

* Each SRv6 SID has the format shown below, we called the different part of the SRv6 SID is compressed SID(C-SID), and the SID is a
Compressible SRv6 SID.

* The prefix can be managed according to the real network address planning.

¢ |ocator block is included in the first SID in the IPv6 Destination address.

Locator C-SID C-SID

I
I I
(NSSEBENT RO e frst onecan
[ ey

=)

SRv6 C-SID List
4 * 6 =24 Bytes
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Huawel Implementations on SRv6 C-SID Solutions

NEXT
(uSID)

32-bit

e

16-bit

Small locator block, best
compression ratio for limited SID list

19

REPLACE

Mi (G-SRv6 32b|ts)
----
esp1 Gsb2  Gsp3  GsDa
espL oGSz Gsos G

Flexible locator block, balanced
compression ratio and scalability

NEXT&REPLACE
(G-SRv6 16bits)

Flexible locator block, best
compression ratio for any SID list

2 HUAWEI



Implements SRv6 Compression to Promote Rapid Traffic Growth

High BW Usage and Insufficient Available Resources GSRv6+SDN+precise expansion
100% supports SRv6 successfully deployed
o | IPCORE
ggolo
i 82% ‘ ‘ ‘ | 93% 95%

6‘\5\% | & 6'&010 ASG Micro
o
O 67% o RSG \éfg‘e’? GS RV6
--Typical Aggregation Ring Topology of From
. . Operator.U
To much microwave link: 50% for aggregation(15/30) and 80% for access

4 0/06(5

Long service path: 4 aggregation rings have 60 NE on average, and 52 I\/ISTQaseurr]e 1(:1 Reduce .ttr;]e Mﬁaftrre 2:klden(tj|fy n::twork I\/IIQeasll:.re 3 Sth6 Ease(g S,DNt,UC
access rings have 8 NE on each ring. The service path is 17 hops on average. Vo header size wi OtHENECKS and periorm ea-time automatic optimization

_ . e _ GSRvV6 precise expansion. ensuring optimal paths at any time
High bandwidth utilization: 70% on average and over 90% in some cases

Key Challenge: How to ensure smooth SRv6
cutover without network-wide capacity expansion?

Long service path  High bandwidth utilization To much microwave link +15.49% 427.6GB

SRv6 packet carry path info  High risk of rash cutover The available 370-4GV
Bandwidth usage definitely Large investmentin  bandwidth resources is
increases with SRV6. network expansion insufficient -
The longer the path unaccepted
the larger the packet size Before SRV6 After SRV6
After SRv6 is deployed in area N
Challenge: How to ensure smooth SRv6 cutover Suppressed traffic is rapidly released
without network-wide capacity expansion?

20
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Participating Vendors and Devices in 2023 for EANTC SRv6 Inter-op Test

In 2023, 10 vendors participated in SRv6 interoperability tests

All mainstream vendors participated in the interoperability test

AW HUAWEI

alialn

CIsco

\ARRCUS

S nuawer || NOCIA

Y nuawer || $% Huawer || AArreus || JUNIPES

ieo J|_ o J[ NOCIA J|ARISTA

Yo (Aeswcus]| [ Joneer ) uneer | ciena
Jerarcow| | 0| JUNIPES [ NOCIA || ZTE | [emicsson £

21

Mainstream Newcomers
7050 ARISTA legaor— o!liiliefprubacXain ot | INetwork A KEYSIGHT
7280R asRooox ¢ |anpacugzop B Qe
Crosswork Aruba CX10000 W
N Woruawel| 5051 NOCIA
NCS 5741 >4
UfiSpace 59600 AAARRCS | cvpd NCE Network Services
Ufispace 59710 | me| NetEngine 8000 F8 Platform (NSP)
NetEngine 8000 M4 BF2556X-1T PHRE
100007 jntel e
E810-XXVDALT
paragonneo X (alnay | 6273 ERICssON 2 | ACKTO2 JUnPer | Ner-21004 {3 riobon
Sentry 667x ACX7100 ‘ ST Ospirent
SNE MX204 =
T Paragon Pathfinder
5166 cena PTXI0001-36MR
QFX5110
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SRv6 Books Published

SRv6 Network Programming. Ushering in a New Era of IP Networks

https://www.routledge.com/SRv6-Network-Programming-Ushering-in-a-New-Era-of-IP-Networks/Li-Hu-Li/p/book/9781032016245

Data Communication Series
g
@ BZEBHETR _i Network pwgramming
. = SRv6 Netw
SRv6 Network Programming D et 8
SRv6 Network Programming: Ushering in a New Era of IP Networks : ; i
1P cilsudl 1 pac aildd

Ushering in a New Era of IP Networks

SRv6 M%EHwiz:
B IP REEFHEHE
229 Sono &N | e
_ = Ve
Zhibo Hu
Cheng Li %
Zz A R EL ™|

[ v g g A i

« 2020.07: SRv6 book (Chinese Version) was published.
« 2021.07: SRv6 book (English Version) was published.
« 2022.04: SRv6 book (Arabic Version) was published.

22

Network Programming

Ciliuy G

&2 HUAWEI


https://www.routledge.com/SRv6-Network-Programming-Ushering-in-a-New-Era-of-IP-Networks/Li-Hu-Li/p/book/9781032016245

New SRv6 Book: The Definitive Guide to SRv6 Network Deployment

23
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Data Communication Series

The Definitive Guide to
SRv6 Network Deployment

Minwei Jin
Zhenbin Li
Lanjun Luo

Disseminate deployment experience

« Network planning, design and deployment

« Network O&M and application analysis

Table of Contents

SRv6 enables network innovation

Strategies for evolution to SRv6

SRv6 network evaluation and planning suggestions

SRv6 solution design and deployment (E2E VPN, HoVPN)
SRv6 O&M guide

SRv6 transmission efficiency improvement

SRv6 development prospect
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IFIT APN
Network Slicing: Commitment to Diverse Services

Zero loss

Diversified Service Requirements Network Slicing in Campus & WAN Intelligent Orchestration
Guaranteed Experience for Valuable Services of Micro-Services
bt - Enterprise Campus | WAN Cloud/DC
v g\w‘lgnl‘{facturing . % (s —Manufacturing

Low-

i = Cloud /5 pecss
I wf ----- \----Network-Slice-l -------- \{ + ------------------- o8-8 ua ] Dec's'ﬁgtfércrgntrd
. \ = o C\
| \ | T @ Internet
Public ‘ j } Network Slice 2 L | MCU
Security | C— B~ > Y A @@ _________________________ =] meeting platform

ﬁ
High- = : !
e — = ~ | ’L /I Monitori
sancuiath L] —meemer | T T o / - R 1 Voo

latency

Large burst e A Lw N Network Slice 3
y - A E| e —— L L ) R %
7 — - R cR R
Smart Office Flexible on-demand Network Slicing, fulfills diverse service requirements
sz‘-:‘ Independent Service Operation ~— Security Isolation @ Assured SLAs
* Service customization  + User management * Smart grid  Autonomous driving * Ultra-high bandwidth < Massive connections
* KPI visualization * Independent upgrade « Industrial control ~ + Game assurance « Ultra-low latency « Ultra-high reliability
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IPv6 Encapsulation for Network Slice

IPv6 Header

HBH Header{  Next Header Hdr Ext Len Slice ID @

| NextHeader | HdrExtien |Routing Type =4 | Segments Left=2
- Segment List[0] = A6::1
Segment List[1] = A4::13
Segment List[2] = A2::11
Paylod

VTN ID: 2 VTN ID:1

Payload Payload

GE 0/1/0

VTN-2: FlexE2
VTN-3: FlexE3

IPv6 Slice-ID Extensions

. tools.ietforg/htmli/draft-ietf-6man-enhanced-vpn-vin-id

IFIT APN

Makes use of two separate data plane identifiers for topology
and resource specific forwarding treatment

* Use IPv6 destination address to determine the next-hop and outgoing interface in
the specified topology

* Use VTN ID field to determine the network resource for packet processing &
forwarding

Benefits of this approach:

+ Decouple the topology/path identifier and the resource identifier in data packet

* Reduce the number of SRv6 Locator/SID needed for slicing, improve scalability

Forwarding table of node B:

A6
c GEO/1/0 GEO/1/0 1 FlexE1
A6::2 G GEO/2/0
GEO/1/0 2 FlexE2
GEO/1/0 3 FlexE3
GEO0/2/0 1 FlexE1
GE0/2/0 2 FlexE2
GEO0/2/0 3 FlexE3

2 HUAWEI



IFIT APN
IETF Standards on Network Slicing

Framework
QP QD QD
IETF Network Slice Concept - VPN+ framework . Mapping of 5G E2E network slice S

and general framework for network slice realization to IETF network slices

Management Plane

IETF Network Slice NBI Service YANG "¢

IETF Network Slice Realization YANG """

SR based

Network Slice realization
7
S
SR Resource-aware SegmentsHuawe
QD
MT based IGP/BGP-LS  oane

control plane for SR VPN+

SR based VPN+ Data Plane

26

Scalable IETF
Network Slice realization
)
NRP/VTN scalability ™"
2

UAWEI

IPv6 HBH based VPN+ data plane
MPLS based VPN+ data plane™"
Ve
Control plane extensions Hoawe!

for scalable SR VPN+

v

End-to-End
IETF Network Slice

A\
E2E IETF network slice Bmﬁ
realization framework @'é

HUAWEI

SR based E2E IETF network

slice realization g%

HUAWEI

IPv6 based E2E IETF network
slice realization @%

HUAWEI

MPLS based E2E IETF network
slice realization

;

Hierarchical
IETF Network Slice
O\

HUAWEI

Hierarchical IETF network
slice realization

WG document

Individual draft

2 HUAWEI



IFIT APN
IP Network Slice Deployment Cases

80+ Network Slice deployments worldwide

e Multi-industrial network * Premium Private Lines
* Fix-Mobile Convergence * Multi-service networks

Operator N: Network Slicing for Multiple Vertical Industrials

Healthcare Education Public Internet
. ‘ lnterne-;c Telephony Network; ~
j g
./s' -“ Phones Systems Wireless Web

— e iMasternNce

CPE

——== Access —= Agg/Core —==

T \

o CPE Heatthrcarestice }

CQ g i Edueation-shes )J ”
[ Dafault clica (bnct nffnrt)

Base station \ ............

Industry cloud

—} 3

. Please refer to visit draft-ma-teas-ietf-network-slice-deployment for details 2 HUAWEI



Ilih&ﬁll IFIT APN
IPv6 Networking Slicing Books Published

CIPVERIGE T H : [ AETF 17 S R
978-7-115-61524-4 A

g IPv6 i B Pv6 Network Slicing of — (@) oo ce
il ab T /= N Offering New Experience for Industries & . -
o (ERETF 1T Rl AL msmn\\\ = &
i 8 > CERETFITET s Aae
IPv6 Network Slicing 176 N sicig Z
T Offering New Experience for Industries .o ..:b.m.'m
I T 3X
? 1 -;:{‘{..
o L N
g Y
F—

EEIPVERBII/NEREN. TMEE. HERDS
BER. MIETERAMEFNTFERRERS, FHANSE
IPVERIEI /ARSI, S8IPveRSAE R IEH
288, TTERMFETT IPVERSEIHBIERE , HEAH IPve
PS5 BB E BV I

)
£
S
@
<
g
3
-~
v
P4
o
>
Q
~

« 2023.06 IPv6 Network Slicing Book (Chinese Version) was published.
« 2023.03 The sample book of /Pv6 Network Slicing (English Version) was distributed in MWC 2023.
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Slicing APN
IFIT: In-situ Flow Monitoring, Visualized and Manageable Service Experience

.. L] Packet loss location: Analyze packet loss location based on packet
delay(ms) jitter(ms) packet loss rate yzep P

statistics on each node.

- 9 Analyzer .
servicel @500 @300 @0.0001% y d . Hop-by-hop delay/jitter: Analyze the link/node delay based on the
service2 @100 @ 30 @ 0% timestamp records of each node.
service3 @10 @> @09, . Path restoration: Displays actual service paths based on information
~ reported by each node.
@ ) - __ IPv6 Header
'\ IPv6.Header oz ¥y A - - iET
iFIT -mTIiemT T [ RPN e~
\ 4 IP address emm T T | RN BRI IP address
i - S S | s e
= - DI 4 S~ T~
o — S = S B
[T] SW/AP SW PE P DC PE
_ Ingress: Transit/Egress:
y 4 = Customized detection capability v\« = Automatic statistics: packet statistics and delay
* Performs service-level SLA monitoring by coloring on service packets. * Periodic Reporting of Statistical Results (Based on Telemetry)

70° High Precision and Real

Easy Deployment and
Services

oaM

The ingress node customizes iFIT. The transit and

Various Scenarios and Metrics

> KPIs: delay, packet loss rate, jitter, and path >
> Coloring based on real service flows restoration
Service mode: SRv6/L3VPN/EVPN >

> Monitoring model: end-to-end, hop-by-hop

_ o egress nodes are globally enabled with iFIT.
> High precision: The 10 packet loss rate > on-d q tori d hob-bv-h
n-demand monitoring and hop-by-hop

demarcation
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Slicing APN
IPv6 IFIT (In-situ Flow Information Telemetry)

LOC-D Funcl

LOC-C Func2
B LOC-B Func3 LOC-D Funcl
LOCD  Funcl @ O I LOCC  Func2
LOC-C Func2 / In/Out TS2 LOC-B Func3
LOC-B Func3 @ A In/Out TS1
In/Out TS1 | \ ’ In/Out TS2
LOC-D Funcl In/Out TS3
@ LOC-C Func2 In/Out TS4

C LOC-B Func3

In/Out TS1
In/Out TS2 & &
. ErE{F Oéa@.':‘a -5&;\
o |IFIT Framework: draft-song-opsawq-ifit-framework-01 In/Out TS3 o ﬁ*‘#ﬂ-&@é&p &
e IPV6 IFIT: T P

o Alternate Marking: REC9341/RFC9343
¢ |OAM: RFC9197/RFC9326 and draft-ietf-ippm-ioam-ipv6-options

Hdr OAM
30 ey
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Slicing APN
Global Deployment of IPv6 IFIT

2019 Tokyo Interop Global IFIT Cases

Best of Show Award

IFIT: Intelligent Flow
Information Telemetry
SIGCOMM Published On SIGCOMM 2019
2019

V7
¥
v
M
M
N
R

£

. RFC9232: Network Telemetry Framework
W RFC9341: Alternate Marking Method
I' E T F  RFC9342: Clustered Alternate Marking Method
RFC9343: IPv6 Application of the Alternate
Marking Method
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Slicing APN
Progress of IFIT Standards

Area Topic Drafts Vendors Operators
In-situ Flow Information Telemetry draft-song-ifit-framework Huawei China Mobile/China
Framework Framework Telecom/SKT/LGU+
Clustered Alternate Marking Method RFC 9342 Huawei Telecom ltalia
Data Fields for In-situ OAM RFC 9197 Cisco/Huawei
In-situ OAM Direct Exporting RFC 9326 Huawei/Cisco
Data plane format Alternate-Marking Method RFC 9341 Huawei/Ericsson Telecom ltalia
Enhanced Alternate Marking Method draft-zhou-ippm-enhanced-alternate-marking Huawei SEUC (s

Telecom ltalia

Telecom ltalia, China

IPv6 Application of the Alternate Marking RFC 9343 Huawei il @ fiine e
Encap type In-situ OAM IPv6 Options draft-ietf-ippm-ioam-ipv6-options Cisco
SRH for the Alternate Marking draft-fz-spring-srv6-alt-mark Huawei Telecom lItalia
Multicast On-path Telemetry Solutions draft-ietf-mboned-multicast-telemetry Huawei/Ericsson
BGP SR Policy for IFIT draft-ietf-idr-sr-policy-ifit Huawei China Mobile/Unipay
Path Computation Element Communication : - . . :
Control Plane Protocol (PCEP) Extensions to Enable IFIT SV I B e Ol et e23y
BGP Extension for Advertising In-situ Flow e - i . .
Information Telemetry (IFIT) Capabilities draft-ietf-idr-bgp-ifit-capabilities Huawei China Telecom
YANG model A YANG Data Model for In-Situ OAM draft-ietf-ippm-ioam-yang Huawei/Cisco
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Slicing IFIT APN

App-aware IPv6 Networking (APN6) Framework

e Make use of IPv6 extensions header to convey APN attribute along with the packets into the network
o To facilitate the flexible policy enforcement and fine-grained service provisioning

Video from Netflix/Youtube APP
/ Game from Tencent APP

IPve H IPv6 H
APN Attr. is App Attr.isadded | |PV6 H ipve 1 | (3 YouTube
SID List carried in SRH SID List APN Attr. is into the IPv6 EXH App «
carried in SRH HBH
SRH TLV SRH TLV | Attr Tencent
App Attr. is added
IPv6 H into the IPv6 EXH IPv6 H IPv6 H IPv6 H APPID | UserID
—) APP » APP APP App-aware Edge Device
HBH | Attr Attr Attr App Req. Para. APN Attribute Tagging
Video from Netflix/Youtube APP User ID Steer into a SRv6 tunnel Performance Guarantee in the IPv6 EXH
/ Game from Tencent APP APPID | User App-aware-process End-Point

Remove the APN attribute
together with the Tunnel Encap. DC

| App Req. Para. |

3 YouTube

App-aware Edge Device

Policy enforcement & SLA guarante

App-aware-process Mid-point
Match to the policies according e

App-aware-process Head-End}

|

Tencent APN Attribute Tagging to the APN attribute and tagging !
in the IPv6 EXH |

APP :

Mu M VNF I

APP 1

|

APP :

Service-aware Apps
IPv6 enables APP to tag
APN Attribute in the IPv6 EXH

Service-aware Apps
IPv6 enables APP to tag
APN Attribute in the IPv6 EXH

APNG6 (Network-side Solution

APNG6 (Application-side Solution

https://datatracker.ietf.org/doc/draft-li-apn-framework/
https://ieeexplore.ieee.org/abstract/document/9162934 @@ HUAWEI
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Slicing IFIT APN

APNG6 Demo Cases: Improve User Experience of Video Conference in 2B Services

APN for service-aware, Slicing for SLA ensurance, IFIT for E2E visualization

Mgmt Operation platform
(iMOC)
Layer In-meeting quality visualization
(converge network & conference)
Ctrl Network Controller
CloudVC (SMC
Layer (SMC) (NCE)
VC Terminals
. | VC slice ice-” -
Physical _ o slick - loT.slice i
IdeaHub CloudLink Box ohsich OA slice
Layer =1 e (=== -
=) ‘,j‘.
HW CloudLink software ‘g =P = / B
G+ openrameny. Harmony OS » & openkuler [(STLETFGE
Service 9 iFIT provides per-Hop telemetry in real time
0 Carry Conference €< """"""" >0 Sl e S e Sl o Sellll e Conference Carry
Layer APN identifier Media Traffic SRv6 auto-setup. Flex-E slices provide SLA guarantee. Media Traffic APN identifier
User Equipment
ICT _
VC Terminals Network (router & switch) IMOC, NCE,
Product _
(Harmony OS) IP & Optical (transport) CloudVC (EulerOS)
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Slicing IFIT APN

More Industry Consensus on APN and Approved IETF APN BOF

Side Meetings @IETF105 & IETF108 4 IETF111 APN BoF N\
Hackathons @IETF108 & IETF109 & IETF110 oS

2 ®
L
e (E CE

« Demos @INFOCOM?2020 & 2021 .

« APN Mailing List Discussions - apn@ietf.org [ 1m0

* APN Interim Meeting @IETF 110-111 e T

« APN BoF @IETF111, Approved! 30 July 2021, 1200-1400 PDT S /

, U4

Q

IETF108 s / IETF109 \ IETF110 \
3 v Participants (66) HUAWE 0 R Birds of a Feather at IETF 110

Google

sp ¢ Shuping Peng
Me

Bell Wmm
Birds of a Feather at IETF 109

unicoma Two proposals for Birds of a Feather (BOF) sessions at IETF 109

®
i)
39
=S

aim to determine the path for potential new work, generate

discussion about the topics. and determine interest for working

@ (»i %) on them within the IETF
-
-
e =

https://www.ietf.org/blog/ietf109-bofs/

Ny
https://qgithub.com/APN-Community https://www.ietf.org/blog/ietf110-bofs/
https://trac.tools.ietf.org/bof/trac/wiki/WikiStart (IETF111 BoF)
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Summary of Usage of IPv6 Extension Headers

IPv6 Extension Header

Functionalities RFC/Drafts

HBH Header @ Routing Header DO Header

SRV6 RFC8754 \/

VPN+ 1. draft-ietf-spring-resource-aware-segments \/
. 2. draft-ietf-6man-enhanced-vpn-vtn-id
(Network Slicing)

IEIT 1. RFC9197
| itu El Tel t 2. RFC9326 \/ \/ \/
(In-situ Flow Telemetry) | 5" qrcoza1/rrcosas
MSR6/BIERV6 1. draft-Ix-msr6-rgb-segment \/ \/
2. draft-geng-msr6-traffic-engineering

APNG6 1. draft-li-apn-header \/

. draft-li-apn-ipv6-encap

<_
<

N
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Agenda
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IPv6 Enhanced Standardization Work Layout

IPE 1.0 | Recsi02 SR Avchitecre | | RFCBTS4SRH_| | RECB9BE: SRS Network Programming |
I1S-IS OSPFv3 BGP-LS BGP SR-Policy Protectio
SRv6 - REC queue | | WGLC - WGLC WGLC PeisE n VANIE

o SR SID IPv6 Slice | | SR SID | | IPv6 Slice | | Inter-Domain || Hierarchical
Slicing ~ |[Ffamework DP ID DP CP ID CP Slicing Slicing | "ANG
IEIT Framework - - IGP BGP-LS S PCEP || YANG
IPE 2.0 SR-Policy
5G & Cloud SRv6 . . MSR6/ Problem
. |Requirements| | Analysis Framework [ |ati
Compressio q y BIERV6 Requirements Statement Encapsulation
n
- Path Segment Path MTU DETNET SFC
IPE 3.0: _ :
APN Problem Statement Use cases Framework Encapsulation Protocol Extensions

_ WG Draft Potential WG Draft Individual Draft

28 Please visit www.ipv6plus.net for the latest progress 2 HUAWEI




IPv6 Enhanced Industry Activities
ETSI/IPv6 Forum IPE SIG Founded (100+ Members)

ETS{ \9%‘ %ﬁﬁ“\\’.‘,’:{ﬂw Biii 51 Group Holdings 1ua '\_7 -C_N_Lfs-Bé_ VeI’IZOI'I‘/ @ ”36\ X

Smart § Lean
e

IPER @ : : e
. = [Ebal’lk IIIII |II : FUTUREWEI
V‘Fae‘s‘m e omman

) oo Koot \\ bo
W \T .’I @ o D Wwﬂw @® ', :
" —
! f‘,m Homgnfpaers S5 @ omen !
iR G R & *IPV6NOW

TEQRUMY \ ,
\
‘hmw ek . 'tl:llls'é‘(;' §"é (dAsmlnfo ’ @ 10T CAR
CRYSTAWIEWHD'  TURKCELL HuAWEl £
HIZE IrsT \\\ Qnut:mm -
IPv6 Enhanced Innovation e Q/m*u Bigsieh, @ e participants 'Counsellors | o

L0022

e (- ot [ 14 »
(Al "\!

‘ - 4 "‘#'yf' . )

39

APAC: APAC V6 Alliance Founded (50+ Members)
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IPv6 Enhanced Books

SRv6 Network Programming

Ushering in a New Era of IP Networks

To be published in 2023

The Definitive Guide to

IPv6 Network Slicing
SRv6 Network Deployment

Offering New Experience for Industries

https://www.amazon.com/SRv6-
Network-Programming-Ushering-

Communication/dp/1032016248

40

IPv6 Enhanced Series Books and Videos

IPv6 Enhanced Series e-Books

/ Z i . T o
1P Network eBook Series I‘P Network eBook Series 1P Network eBook Series
SRv6 BIERVG IFIT
e g

IP Network eBook Series 13 Network eBook Series IP Network eBook Series.

I NetivoricSlielng s ATNG,

Scan to obtain the electronic version

i€

IPv6 Enhanced Series Videos

* IETF IDRT¢rms4

(Video) IP New Technology Series (Video) IP New Technology Series
(Advanced) - Segment Routing IPv6 (Advanced) - Segment Routing MPLS
(SRv6) (SR-MPLS)

(Video) IP New Technology Series
(Advanced) - Deep Dive into EVPN
Tracert for SRv6 L3VPNv4 over SRv6 TE Policy

(Video) IP New Technology Series
(Advanced) - Deep Dive into Ping &

https://support.huawei.com/ente

rprise/en/routers/netenqgine-

8000-pid-252772223/multimedia

2 HUAWEI


https://support.huawei.com/enterprise/en/routers/netengine-8000-pid-252772223/multimedia
https://www.amazon.com/SRv6-Network-Programming-Ushering-Communication/dp/1032016248

Agenda
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MPLS Network Actions (MNA) : Background

* The success of MPLS is built on e Since 2020, there are emerging use cases
Simple Data Plane which require additional actions and data to
be carried in MPLS packets

20 bit 3 bit 1bit 8 bit e Network S||C|ng
Label TC l TTL |,
| | ] .« 10AM

\ * Detnet

L2 header =~ MPLS header Payload * More use cases are described in draft-ietf-mpls-
mna-usecases

+ Fixed-size label and label stack entry (LSE) ~ ° This requires new extensions to MPLS

* Simple format * Data plane and corresponding control &

: . management plane mechanisms
* Simple label processing

* PUSH, SWAP, POP e MPLS Open Design Team (Open DT) was
« Coupled with flexible control plane and established in 2021 for the design of MNA
management plane Ve are 1. MNA use cases, requirements, framework
e are nere

— 2. MNA general solutions
42 3. MNA applications 2 HUAWEI



MNA Components and Terms

Topof _
Label Stack

NAS -

Bottom of |
Label Stack

43

Tunnel Label 1

Tunnel Label m

MNA Indicator

- |

Tunnel Label n

Bottom Label (S5=1)

|

Payload

NAI + AD

NAI + AD

MNA indicator

 An MPLS Special Purpose label (SPL) to indicate the
existence of MNA

Network Action Indication (NAI)

* Indicate a specific network action

Ancillary Data (AD)

e Optional data associated with a given network
action

Network Action Sub-stack (NAS)

A continuous set of label stack entries for MNA

In-stack Data (ISD)
* NAIs and AD carried in the label stack

Post-stack Data (PSD)
 NAlIs and AD carried after the label stack

2 HUAWEI



MNA Solutions: ISD and PSD

* There have been endless discussion about the comparison between ISD and PSD
* Both ISD and PSD have pros and cons, while for a complete solution it turns out
that both would be needed

Comparison

ISD

PSD

Position Closer to the top of stack After the whole label stack
£ di Limitations both in format Flexible f dsi
ncodaing and size exible format and size
Encapsulation Efficiency Low (duplicated ISDs) High
p . Significant changes to MPLS | Independent of MPLS label
rocessing label processing processing

Backward Compatibility

Must not be exposed to
legacy MPLS nodes

Must not be sent to legacy
LSP egress nodes

* |tis inevitable that the MNA solution would be complex, and operators
need to be cautious about the compatibility with legacy MPLS networks &% Huawel




Huawei’s Work on MNA Standards

* Huawei realized the limitation of MPLS early and started the research on possible
extensions. The first version of MPLS extension header draft was submitted in 2018

e https://datatracker.ietf.org/doc/html/draft-song-mpls-extension-header-00

* Huawei analyzed the extensibility of IPv6 and MPLS, and believe that IPv6 is more
promising for network programmability, thus focus on IPv6 based innovations, such as
SRv6, etc.

* Huawei joined the IETF MPLS MNA Design Team from the beginning, and leads the
analysis and discussion about MNA solutions to help improve the quality of MNA
specifications

* |f MPLS has to be extended, Huawei consider that PSD is better than ISD. The PSD
solution in MPLS Open DT was based on the MPLS extension header mechanism

proposed by Huawei, although it was not adopted due to IPR declarations
. V2 HUAWEI


https://datatracker.ietf.org/doc/html/draft-song-mpls-extension-header-00

Huawei’s Contribution to MNA Standards

46

Topics

Use Cases

Documents

draft-ietf-mpls-mna-usecases

Huawei’s Position

Contributor

Requirements

draft-ietf-mpls-mna-requirements

Contributor

Framework

draft-ietf-mpls-mna-fwk

Coauthor

draft-ietf-mpls-mna-hdr

Contributor

Encapsulation draft-jags-mpls-ps-mna-hdr Coauthor
draft-song-mpls-extension-header Coauthor

Architecture draft-andersson-mpls-mna-operation-architecture Coauthor
Operation draft-andersson-mpls-mna-label-stack-operations Coauthor
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Summary of MNA
* The purpose of MNA is to enable programmability for MPLS

* Similar to the capability of extension headers in IPv6/SRv6

* This is a fundamental change to MPLS, equivalent to the significance of RFC 8200 to IPv6

* But need additional backward compatibility considerations with legacy MPLS

 MNA standards are still in progress, will take time to bring to the market
e Until now there is no implementation from mainstream vendors
 |f there is requirement for network programmability, a better choice would be IPv6/SRv6
both for now and for the future
e Stable architecture
* Flexibility and extensibility for real programmability
* Forward compatibility for easy incremental deployment

* Leverage the momentum and ubiquitousness of IPv6 (terminals, network & Cloud)

47
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MPLS Network Actions (MNA) : Background

* The success of MPLS is built on e Since 2020, there are emerging use cases
Simple Data Plane which require additional actions and data to
be carried in MPLS packets

20 bit 3 bit 1bit 8 bit e Network S||C|ng
Label TC l TTL |,
| | ] .« 10AM

\ * Detnet

L2 header =~ MPLS header Payload * More use cases are described in draft-ietf-mpls-
mna-usecases

+ Fixed-size label and label stack entry (LSE) ~ ° This requires new extensions to MPLS

* Simple format * Data plane and corresponding control &

: . management plane mechanisms
* Simple label processing

* PUSH, SWAP, POP e MPLS Open Design Team (Open DT) was
« Coupled with flexible control plane and established in 2021 for the design of MNA
management plane Ve are 1. MNA use cases, requirements, framework
e are nere

— 2. MNA general solutions
48 3. MNA applications 2 HUAWEI



MNA Components and Terms

Topof _
Label Stack

NAS -

Bottom of |
Label Stack

49

Tunnel Label 1

Tunnel Label m

MNA Indicator

- |

Tunnel Label n

Bottom Label (S5=1)

|

Payload

NAI + AD

NAI + AD

MNA indicator

 An MPLS Special Purpose label (SPL) to indicate the
existence of MNA

Network Action Indication (NAI)

* Indicate a specific network action

Ancillary Data (AD)

e Optional data associated with a given network
action

Network Action Sub-stack (NAS)

A continuous set of label stack entries for MNA

In-stack Data (ISD)
* NAIs and AD carried in the label stack

Post-stack Data (PSD)
 NAlIs and AD carried after the label stack
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MNA Solutions: ISD and PSD

* There have been endless discussion about the comparison between ISD and PSD
* Both ISD and PSD have pros and cons, while for a complete solution it turns out
that both would be needed

Comparison

ISD

PSD

Position Closer to the top of stack After the whole label stack
£ di Limitations both in format Flexible f dsi
ncodaing and size exible format and size
Encapsulation Efficiency Low (duplicated ISDs) High
p . Significant changes to MPLS | Independent of MPLS label
rocessing label processing processing

Backward Compatibility

Must not be exposed to
legacy MPLS nodes

Must not be sent to legacy
LSP egress nodes

* |tis inevitable that the MNA solution would be complex, and operators
need to be cautious about the compatibility with legacy MPLS networks &% Huawel




Huawei’s Work on MNA Standards

* Huawei realized the limitation of MPLS early and started the research on possible
extensions. The first version of MPLS extension header draft was submitted in 2018

e https://datatracker.ietf.org/doc/html/draft-song-mpls-extension-header-00

* Huawei analyzed the extensibility of IPv6 and MPLS, and believe that IPv6 is more
promising for network programmability, thus focus on IPv6 based innovations, such as
SRv6, etc.

* Huawei joined the IETF MPLS MNA Design Team from the beginning, and leads the
analysis and discussion about MNA solutions to help improve the quality of MNA
specifications

* |f MPLS has to be extended, Huawei consider that PSD is better than ISD. The PSD
solution in MPLS Open DT was based on the MPLS extension header mechanism

proposed by Huawei, although it was not adopted due to IPR declarations
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https://datatracker.ietf.org/doc/html/draft-song-mpls-extension-header-00

Huawei’s Contribution to MNA Standards

52

Topics

Use Cases

Documents

draft-ietf-mpls-mna-usecases

Huawei’s Position

Contributor

Requirements

draft-ietf-mpls-mna-requirements

Contributor

Framework

draft-ietf-mpls-mna-fwk

Coauthor

draft-ietf-mpls-mna-hdr

Contributor

Encapsulation draft-jags-mpls-ps-mna-hdr Coauthor
draft-song-mpls-extension-header Coauthor

Architecture draft-andersson-mpls-mna-operation-architecture Coauthor
Operation draft-andersson-mpls-mna-label-stack-operations Coauthor
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Summary of MNA
* The purpose of MNA is to enable programmability for MPLS

* Similar to the capability of extension headers in IPv6/SRv6

* This is a fundamental change to MPLS, equivalent to the significance of RFC 8200 to IPv6

* But need additional backward compatibility considerations with legacy MPLS

 MNA standards are still in progress, will take time to bring to the market
e Until now there is no implementation from mainstream vendors
 |f there is requirement for network programmability, a better choice would be IPv6/SRv6
both for now and for the future
e Stable architecture
* Flexibility and extensibility for real programmability
* Forward compatibility for easy incremental deployment

* Leverage the momentum and ubiquitousness of IPv6 (terminals, network & Cloud)
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