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IPv6 Enhanced - A New Era of IP Networks for 5G and Could

SDN for Central %g i Public Cloud
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IPv4 Internet All'lP 1.0 All IP 1.0+ All'lP 2.0
(MPLS for IP Core/ (VXLAN for DCN) (IPv6 Enhanced)
Metro/Mobile Transport) (Cloud/5G/IoT, etc.)

» Rethinking on IPv6: Address Space is not enough.
» New Chance of IPv6: 5G changes the attributes of connections, and cloud changes their scope.

» Mission of IPv6 Enhanced:
o Integrate different network easier based on affinity to IP reachability.
o Provide more encapsulations for new network services such as Network Slicing, DetNet, etc.
o Cross the chasm between application and network based on affinity to IP and Network Programming
conveying application information through IPv6 Extension Header into network.
o Promote IPv6 combining with requirements on more address spaces.



IPv6 Extension Headers

Hop-by-Hop Options Header

Destination Options Header

Routing Header/SRH

Destination Options Header

] SRv6 SRH Header
PHeader ™12 git | 1288t | 1286t

. Release Network Programming Capabillities

SRH: Three Layers of Programming Spaces
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The “Function” can identify
L2VPN/L3VPN, and any services or APP




IPv6 Enhanced Research and Standard Planning

IPv6 Enhanced 1.0: SRv6 Basic Capabilities

« SRv6 VPN
« SRv6 TE
« SRv6 FRR
IPv6 Enhanced 2.0 : New Network Services for 5G/Cloud
Network Slicing/VPN+ - OAM S5 EC
In-situ Telemetry/IFIT « Path Segment - SD-WAN
BIERV6 « Detnet « SRv6 Compression/G-SRv6

IPv6 Enhanced 3.0: APN6 - App-aware network architecture
« Forwarding Plane: Conveying Application information via IPv6 extension header

« Control Plane: Exchange Application information through control protocols



SRv6 Evolution: End-to-end Network Unified Forwarding Process
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L3VPN over SRv6

B Simplicity: Work based on IPv6 reachability, no extra signaling.
B Convergence: 10+ Protocols are converged to SRv6 + EVPN to simplify the service provisioning.
B E2E: Unified process to converge different IP network domain. TE and SFC can be deployed incrementally and easily.

B Extensibility: Possibility to be extended to support more new services based on IPv6 as the starting point.



Stable Standards and Large-scale Deployment with Multiple Implementations
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SRv6 Deployment and Implementations

SRv6 Arch O RFC8986
Base

SRH @) RFC8754
VPN SRv6 VPN O WGLC
IGP ISIS for SRv6 O WGLC

OSPFv3 for SRv6 O WG Draft

BGP-LS for SRv6 O WGLC
SDN BGP Policy for SRv6 O WGLC

Interface
PCEP for SRv6 O WG Draft
O: Draft, No Risk /\: Draft, With Risk X: Incomplete Draft

*  Deployments:

. Softbank, China Telecom, lliad, LINE, China Unicom, CERNET?2,
MTN, NOIA, Rakuten, Bell Canada, Alibaba, etc.

* Implementations:

. Open Souce Platforms: Linux, FD.io VPP, P4, etc.

. Routing Platforms: Huawei, Cisco, Accrus, Nokia, Broadcom,
Barefoot, Marvell, Spirent, Ixia, etc.

* Inter-op Test:

- EANTC 2018 - 2021, etc.

See draft-matsushima-spring-srv6-deployment-status and

draft-tian-spring-srv6-deployment-considerationfor details




-srh-compression(C-SID) is adopted.

ines flavors for the SR endpoint behaviors,
a compressed SRv6 Segment-List encoding
ent Routing Header (SRH).

ce-C-SID Flavor a.k.a G-SRv6
t-C-SID Flavor a.k.a uSID
ext-and-Replace-C-SID Flavor

| the flavors are defined under the SRv6 network
- programming architecture RFC8986.

Replace-C-SID flavor SID and Next-C-SID can be encoded in a
single SRH for better interop, and the interop test had been
done in 2020.

Ingle Solution and C-SID draft adopted by WG

SPRING
Internet-Draft

Intended status: Standards Track
Expires: 22 September 2022
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Compressed SRv6 Segment List Encoding in SRH
draft—ietf-spring—srvf-—srh—compression—01

C-SID is the recommended solution as per the DT’s analysis result, which meet all the compression reqgs




ed from an address block, called SID Space.

hey may share the common prefix, and the common prefix is redundant that can be deleted to
shown below, we called the different part of the SRv6 SID is compressed SID(C-SID), and the SID is a

nﬁaged according to the real network address planning.

included in the first SID in the IPv6 Destination address.

i C-SID C-SID
Locator I\
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SRv6 C-SID List
4 * 6 =24 Bytes




G-SRv6: Mixed Programming of SID and C-SID

Solution: use SL to index a 128 bit G-SID, use CL to index C-SID inside this G-SID!

— C-flag in control plane: indicates the format of the SRv6 SID is compressible. The SID can be encoded Yo UlEIE Ciliss FlowiLabel
as 128 or 32 bits in SRH Payload Length Next=43 Hop Limit
— COC(Continuation of Compression) flavor indicate the next SID is a 32-bits Compressed SID(C-SID)
— CL (Compressed SID left, the args of the compressible SRv6 SID) indicates the location of C-SID Source Address
within the G-SID
e Update C-SID from SRH[SL][CL] to IPv6 DA[CP: CP+31]
O Prefix C-Si CL 0

COC Flavor SRv6 SID in IPv6 DA

Next Header Hdr Len Routing Type ments Le

Pros Last Entry Flags Tag

1. Fully compatible with SRH, NO modification of SRH 32 bits copied to C-SI
2. Fully compatible with SRv6, add COC Flavor endpoint behaviors, no affect of existing SIDs _
3. Fully compatible with SRv6 control plane: (Can be) No modification of Control Plane LR
4. Address saving & easy to deploy:

1. Flexible address planning, does not require for a short common prefix Padding

2. No new address required when reusing the Locator 4* 32 b|t C-SIDO

3. No new route, no modification of routing scheme(can share the same locator with G-SID C-SID1(COC Flavor)

normal SRv6 SIDs) C-SID2(COC Flavor)

4. Compressible SRv6 SID can be used as 128 bits or 32 bits. Reduce the number of SIDs. C-SID0O(COC Flavor)
5. Less overhead: A common prefix for a compressed sub-path instead of per 128 bits SID 4*32 bit C-SID1(COC Flavor)
6. Smooth upgrade/Incremental deployment: encode SRv6 SIDs and C-SIDs in a G-SRH G-SID C-SID2(COC Flavor)
7. Hardware Friendly: No index mapping table C-SID3(COC Flavor)
8. Compatible with Micro SID Compression G-SID



al Deployment

CISCO.
Phase 3
More Vendors
2020.Nov
Phase 2 Phase 4
G-SRv6 Control Plane Test Trial deployment
2020.July 2020.NOV
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IFIT  APN

Network Slice Management

End-to-End Network Slice Manager

* Dynamic/automatic network slice life-cycle
management

* Creation, monitoring, adjustment, deletion
Network Controller * Network slice planning algorithms
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* Customize network slice topology and IS\:{\/6/\PV6
associated attributes based

* Integration between overlay connectivity and
underlay resource

Network Slice Instantiation

r

Network Resource Partitioning

* Flexible Ethernet (FlexE)

* Logical sub-interface

* Dedicated queues

* Time Sensitive Networking (TSN)

https.//tools.ietf.org/html/draft-ietf-teas-enhanced-vpn




IFIT  APN

etwork Slice

. Verson | TrafficClass | Flowlabel  \jakes use of two separate data plane identifiers for topology
~ Payjloadlength  Next  HopLimit

Next Header Hdr Ext Len VTN ID ()

Next Header Hdr Ext Len Routing Type =4 | Segments Left=2

and resource specific forwarding treatment

* Use IPv6 destination address to determine the next-hop and outgoing interface in
the specified topology

* Use VTN ID field to determine the network resource for packet processing &
i
Segment List[0] = A6::1 g
Segment List[1] = A4::13 Benefits of this approach:
Segment List[2] = A2::11
Paylod » Decouple the topology/path identifier and the resource identifier in data packet

* Reduce the number of SRv6 Locator/SID needed for slicing, improve scalability

VTN ID: 2 VTN ID:1 Forwarding table of node B:

Payload Payload S———
| GE 0/1/0

. [OMSIET EVENSIBE  subrf

= A6::1 C GEO0/1/0

VTN-2: FlexE2 A6:2 G GE0/2/0 GE0/1/0 1 FlexE1

-Z. Flex .

—— (AB.1 -
VTN-3: FlexE3 AG2 | GEO/1 /0 2 FIeXEz
¥ GE0/1/0 3 FlexE3
GEO0/2/0 1 FlexE1
GEO0/2/0 2 FlexE2
GE0/2/0 3 FlexE3

IPv6 VTN-ID Extensions : fools.ietforg/html/draft-dong-6man-enhanced-vpn-vin-id




IFIT  APN

IETF Standards on Network Slicing

Framework
Q2 QD Q2
IETF Network Slice Concept koA VPN+ framework & Mapping of 5G E2E network slice kA

and general framework for network slice realization to IETF network slices

Management Plane
Q)

X )
IETF Network Slice NBI Service YANG "¢

IETF Network Slice Realization YANG "*"¢

SR based
Network Slice realization
7
o)
SR Resource-aware SegmentsHuawe
\
MT based IGP/BGP-LS %A:%
control plane for SR VPN+

SR based VPN+ Data Plane

’

Scalable IETF

Network Slice realization
e
NRP/VTN scalability ™"
S
IPv6 HBH based VPN+ data plane |
)
MPLS based VPN+ data plang™"
S

Control plane extensions Huawe
for scalable SR VPN+

!

End-to-End
IETF Network Slice
- N
E2E IETF network slice nuawer
realization framework g'é

HUAWEI

SR based E2E IETF network

slice realization é"é
IPv6 based E2E IETF network
slice realization -&vé

HUAWEI

MPLS based E2E IETF network
slice realization

'

Hierarchical

IETF Network Slice
Nz

HUAWEI

Hierarchical IETF network
slice realization

WG document

Individual draft



IP Network Slice Deployment Cases

30+ Network Slice deployments worldwide

* Multi-industrial network
* Fix-Mobile Convergence

* Premium Private Lines
* Multi-service networks

Operator N: Network Slicing for Multiple Vertical Industrials

IFIT
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Please refer to visit draft-ma-teas-ietf-network-slice-deployment for details
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IPv6 IFIT (In-situ Flow Information Telemetry)

LOC-D Funcl

LOC-C Func2

LOC-B  Func3
In/Out TS1
In/Out TS2

IFIT Framework: draft-song-opsawg-ifit-framework-01

IPv6 IFIT:

o Alternate Marking: draft-ietf-6man-ipv6-alt-mark

LOC-D Funcl

LOC-C Func2

LOC-B  Func3
In/Out TS1

LOC-D Funcl

LOC-C Func2

LOC-B  Func3
In/Out TS1
In/Out TS2

In/Out TS3

o |IOAM: draft-ietf-ippm-ioam-data and draft-ietf-ippm-ioam-ipv6-options

VPN+

LOC-D Funcl
LOC-C Func?2
LOC-B Func3

In/Out TS1
In/Out TS2
In/Out TS3
In/Out TS4

IFIT

APN



VPN+ IFIT APN

Progress of IFIT Standards

Area Topic Drafts
Framework In-situ Flow Information Telemetry Framework draft-song-ifit-framework
Data Fields for In-situ OAM draft-ietf-ippm-ioam-data
Basic Encap In-situ OAM Direct Exporting draft-ietf-ippm-ioam-direct-export
Enhanced Alternate Marking Method draft-zhou-ippm-enhanced-alternate-marking
IPv6 Application of the Alternate Marking draft-ietf-6man-ipv6-alt-mark
Encap type SRH for the Alternate Marking draft-fz-spring-srv6-alt-mark
In-situ OAM Processing in Tunnels draft-song-ippm-ioam-tunnel-mode
BGP SR Policy for IFIT draft-ietf-idr-sr-policy-ifit
Control Plane PCEP SR Policy for IFIT draft-chen-pce-sr-policy-ifit
IGP/BGP-LS for IFIT draft-wang-Isr-ifit-node-capability-advertisement

YANG model A YANG Data Model for In-Situ OAM draft-ietf-ippm-ioam-yang



App-aware IPv6 Networking (APN6) Framework

Make use of IPv6 extensions header to convey APN attribute along with the packets into the network
To facilitate the flexible policy enforcement and fine-grained service provisioning

VPN+

IFIT

Video from Netflix/Youtube APP
/ Game from Tencent APP

IPv6 H IPv6 H
APN Attr. is - App Attr.isadded | |Pv6 H IPv6 H u VOUTIIbe
SID List carried in SRH SID List APN Attr. is into the IPv6 EXH |
carried in SRH App Attr HBH
SRH TLV SRH TLV | Tencent
App Attr. is added
IPv6 H into the IPveExH | IPv6 H IPv6 H IPv6 H APPID | UserID
—) App-aware Edge Device
HBH |—’ APP Attr APP Attr APP Attr App Req. Para. APN Attribute Tagging
Video from Netflix/Youtube APP User ID Steer into a SRv6 tunnel Performance Guarantee in the IPv6 EXH
/ Game from Tencent APP APPID ser App-aware-process End-Poin

Remove the APN attribute
together with the Tunnel Encap.

App Req. Para. |

@ YouTube

Tencent

- App-aware-process Mid-point
App-aware Edge Device Policy enforcement & SLA guarantee
APN Attribute Tagging

in the IPv6 EXH

Match to the policies according
to the APN attribute and tagging

App-aware-process Head—End}

7~DC GW 7

N \AL C H 1 £
Sp

N

Service-aware Apps
IPv6 enables APP to tag
APN Attribute in the IPv6 EXH

Service-aware Apps APNG6 (Network-side Solution
IPv6 enables APP to tag

APN Attribute in the IPv6 EXH

APNG6 (Application-side Solution

https://datatracker.ietf.org/doc/draft-li-apn-framework/
https://ieeexplore.ieee.org/abstract/document/9162934




VPN+

IFIT

More Industry Consensus on APN and Approved IETF APN BOF

Side Meetings @IETF105 & IETF108
Hackathons @IETF108 & IETF109 & IETF110
Demos @INFOCOM2020 & 2021
APN Mailing List Discussions - apn@ietf.org

APN Interim Meeting @IETF 110-111
APN BoF @IETF111, Approved @30 July 2021 1200-1400 PDT

IETF105

IETF108

v Participants (66)

Q

p ¢ Shuping Peng

)

HHHHHH

Ben definica

https://qgithub.com/APN-Community

-

Friday, uly 30, 2021
11:00-18:00 Gather Secretariat Registration’ Desk

12:0-18:00 Gather
12:00-14:00 Friday Session T
Rooml at webtans  WebTranspo

IETF111 APN BoF

R
Roon
Room
R

R

. ¥ 9 9 9 9
=D || D D =D

\
/ IETF109

g ABOUT  TOPICS OF INTEREST  HOW WE WORK  INTERNET STAND

IETF110

/Birds of a Feather at IETF 110

Birds of a Feather at IETF 109

Two proposals for Birds of a Feather (BOF) sessions at IETF 109
aim to determine the path for potential new work generate
discussion about the topics. and determine interest for working
on them within the IETF,

Learn more about MADINAS and APN

https://www.ietf.org/blog/ietf109-bofs/
https://www.ietf.org/blog/ietf110-bofs/

https://trac.tools.ietf.org/bof/trac/wiki/WikiStart (IETF111 BoF)




sage of IPv6 Enhanced Extension Headers

IPv6 Extension Header
Functionalities RFC/Drafts
HBH Header Routing Header DO Header

SRv6 RFC8754 V

VPN+ 1. draft-ietf-spring-resource-aware-segments \/ \/
(Network Slicing) 2. draft-ietf-man-enhanced-vpn-vtn-id
IFIT 1. draft-ietf-6man-ipv6-alt-mark
(In-situ Flow 2. draft-ietf-ippm-ioam-data V V Vv
TeIemetry) 3. draft-ietf-ippm-ioam-ipv6-options
MSR6/BIERV6 1. draft-Ix-msr6-rgb-segment V v

2. draft-geng-msr6-traffic-engineering

[HEN

. draft-li-apn-header V V i

APNG6 2. draft-li-apn-ipv6-encap




IPv6 Enhanced Standardization Work Layout

IPv6 Enhanced 1.0
SRv6

IPv6 Enhanced 2.0
5G&Cloud

IPv6 Enhanced 3.0
APNG

- - Ssvzoﬂiéy V\',Z.Ec OSPFv3 V:I/(I?Itlc %ELLCS PCEP | [Protection| | YANG | | Deployment
VPN + |Framework| | SR Data Plane | | IPv6 DP IGP BGP-LS | |MT-based| |Flex-Algo based
IFIT |Framework| |IPv6 Data Plane ISIS OSPFv3 BGP-LS PCEP YANG
G-SRv6 |Requirements|| Analysis Framework BIERv6 |Requirements| | Encapsulation MVPN
OAM Path Segment| | DETNET SFC SD-WAN PMTU G-SRv6
Problem Statement Use cases Framework Encapsulation Protocols Ext.
I RF€E ] [ WGDraft | | Potential WG Draft Individual Draft

Please visit www.ipv6plus.net for the latest progress




6 Enhanced)

Operators Vendors Verticals Academia

Input from industry

——————————

‘ GAZI UNIVERSITESI

ot >~ (qa cafe =
s e @bank. . FUTUREWEI o lgnatia Sensors Ltd Vision
1PV Councl Perd /’ “'"."I Technologies \ P activefie prevention and User safety &
esNeL < CAICT il " @ A— " Simart f". Lean S Gap
niversity of Athens \ J \ ) —
! @ e.green for users ‘ : voF w = UC and Arch
wwanoa ' ) g .
@M | — M @ | 3 Innovation
| h HewlettPackard EtiSalat 2+ | © &
ewlet e IPVENOW _
v Telkom \ [ Posr Enterprise ‘e iﬂmﬂ: ] § Test and Practice
—— , \ o ) ”
7ACIC \ "Cll's'élo" sré O AS|aInfo 2 Liaisons Contributions from members
CRysTAVIEWHD ®, TURKCELL HOAVE ©) cosmore o . _ h .
H“;‘ IFST \\ ' AUSTRIAN UNIVERSIDAD DE rmwmwmnmww; /, IR Vomome Yo € Wi ETS’ %\ 'W%M"‘ L = TeChnOIOQIES
o STANDRRDS L’ _ N\ LT ET F \ , IEEE Standardization
‘\~ ’,z TCs and ISGs
Seeol : e e \ v i .
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SAAM CorpAdvisors |
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25 Members, 63 Participants, 1 Counsellor (2022-03) Deployment &
E Industry Marketing

Jointly make an Open Platform for IP Industry

Complete industry chain in ISG IPE: Operators from different reality, Major Device Vendors, Verticals and Academia



ployments are Booming

ment: 100+ SRv6; 30+ IP Network Slicing
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IPv6 Enhanced Series Books and Videos

IPv6 Enhanced Books IPv6 Enhanced Series Books IPv6 Enhanced Series Videos

SRv6 Network Programming

Ushering in a New Era of IP Networks

<~

®
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1P Network eBook Series 1P Network eBook Series 1P Network eBook Series i i
SRv6 BIERV6 (Video) IP New Technology Series
’ : !FIT IETF IDRI{FEHH (Advanced) - Deep Dive into EVPN
L3VPNv4 over SRv6 TE Policy
e % S
— . |
Network —
g IP Network eBook Series 1P Network eBook Series 1P Network eBook Series . G
(To be Published IP Network Slicing G-SRV6 APN6G (Video) IP New Technology Series (Video) IP New Technology Series (Video) IP New Technology Series
- * . (Advanced) - Segment Routing IPv6 (Advanced) - Segment Routing MPLS (Advanced) - Deep Dive into Ping &
on 2022) (SRv6) (SR-MPLS) Tracert for SRv6

g e e




IPv6 Enhanced Series Books and Videos

IPv6 Enhanced Books

https://www.amazon.com/SRv6-Network-Programming-Ushering-Communication/dp/1032016248

IPv6 Enhanced Series eBooks

Scan to obtain
the electronic version

https://e.huawei.com/en/material/bookshelf/bookshelfview/202109/29105716

IPv6 Enhanced Series Videos
https://support.huawei.com/enterprise/en/routers/netengine-8000-pid-252772223/multimedia
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