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Challenges of Carrier’s Service

• Bottleneck for Transport Networks of 
Operators: Pipe only

• BW requirement increasing greatly 

• Less revenue from the network service

• Bottleneck for Transport Networks of 
Operators: Networking on its own –
Repeated VPN/TE/FRR work
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Gap Analysis of Fine-grain Services

• Challenges of value-added services based on the existing application-aware 
methods

• 5 Tuples using for ACL/PBR

• Indirect application info which is in need of transition

• Forwarding performance issues

• Scalability issues come from the limitation of hardware resource

• DPI (Deep Packet Inspection)

• Challenges from network neutrality

• Challenges from network security

• Forwarding performance issues

• Orchestrator and SDN

• Complex interaction

• Too many interfaces to be standardized 
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10 co-author companies

5 operators provide review

IPv6 Enhanced Innovation to Meet the New Requirements 

Published in Aug 2020 

https://www.etsi.org/images/files/ETSIWhitePapers/etsi_WP35_IPv6_Best_Practices_Benefits_Transition_Chall

enges_and_the_Way_Forward.pdf

https://www.etsi.org/images/files/ETSIWhitePapers/etsi_WP35_IPv6_Best_Practices_Benefits_Transition_Challenges_and_the_Way_Forward.pdf
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APN6: Application-aware IPv6 Networking
⚫ Make use of IPv6 extensions header to convey APN attribute along with the packets into the network
⚫ To facilitate the flexible policy enforcement and fine-grained service provisioning to guarantee SLA
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https://datatracker.ietf.org/doc/draft-li-apn-framework/
https://ieeexplore.ieee.org/abstract/document/9162934

https://datatracker.ietf.org/doc/draft-li-apn-framework/
https://ieeexplore.ieee.org/abstract/document/9162934
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Three Elements of APN6

APN6

1. Open Application info carrying

⚫ APP-ID

 SLA Level

 App ID

 User ID

 Flow ID

⚫ APP Parameter Info

 Bandwidth

 Latency

 Loss rate

2. Rich network services

⚫ DiffServ

⚫ H-QoS

⚫ Network slicing

⚫ DetNet

⚫ SFC

⚫ BIER6

3. Accurate Network Measurement
⚫ Finer-granularity

⚫ per packet vs. per flow, per node vs. E2E, individual vs. statistics, etc. 

⚫ Comprehensive measurements 

⚫ per packet with per flow, per node with E2E, individual with statistics, 

in-band with out-band, passive with active, etc.
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Reference Diagram of APN Network-side Solution 
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What is APN (Application-Aware Networking)?

• Application-aware Networking (APN) is a new framework, where 

• the APN attribute including APN identification (ID) and/or APN parameters (e.g. network performance requirements) is 

encapsulated at network edge devices

• the APN attribute is carried along with the tunnel encapsulation for the packet traversing an APN domain 

• APN attribute makes the traffic flow being treated as an object in the network

• To it, the network operator applies policies in various nodes/service functions along the path and provides corresponding services.

• APN aims to apply various policies in different nodes along a network path onto a traffic flow altogether, e.g. 

• at the headend to steer into corresponding path

• at the midpoint to collect corresponding performance measurement data

• at the service function to execute particular policies
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The Goal of APN

1. The APN attribute allows the network devices to only look at one easily-accessible field in the tunnel header 
 5 tuples vs. 1 tuple

 Not having to resolve the 5 tuples of the original packets that are deeply encapsulated in the tunnel encapsulation 

2. The APN attribute allows to simplify the policy control at every policy enforcement point within the network
 The APN attribute allows to reducing each matching entry of policy filter since it is only one field and hardware 

resources are saved

 Since APN attribute is relatively stable it introduces the possibilities of eliminating the “stale” policy filter entries  

 In most cases, the APN attribute is centralized configured and distributed to all the policy enforcement points, which 

saves the policy filter configurations per node and simplifies the O&M  

3. The structured APN attribute allows to express fine granular service requirements 
 e.g. MKT-user-group/app-group, R&D-user-group/app-group, latency

4. The structured APN attribute allows to match to the evolving fine granular differentiated network capabilities 
 e.g. SR policy with low latency and high reliability guaranteed
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Use Case Example: SRv6-based Cloud Lease Line Service
⚫ Take the “SRv6-based Cloud lease Line Service” as an illustrative example to show how APN is needed and can be beneficial 

⚫ Enterprises usually buy “SRv6-based Cloud lease Line Service” to interconnect their local sites to Cloud

⚫ The “SRv6-based Cloud lease Line Service” usually needs to go across multiple domains, which are owned by one operator 

and controlled by multiple controllers and an orchestrator/super-controller. 

⚫ Due to management and security reasons, the network information in the intermediate domain cannot be advertised to other 

domains, so the ingress node cannot set up an appropriate E2E path

✓ the intermediate domain is treated as a black box and no fine grain traffic steering and other services

SRv6-based Cloud 
Lease Line Service
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•Issues:

•Due to management and security reasons, the network information in the intermediate domain cannot be advertised to other domains

•the ingress node can not set up an appropriate E2E path, the intermediate domain is treated as a black box and no fine-granular 

traffic steering

•The traffic steering policy in the intermediate domain/IP backbone can only be set up based on the 5-tuple of the inner packets at the 

route aggregation node (core CR), wherein the 5-tuple has to be resolved and this is very “expensive”

Traffic Steering in the IP Backbone – No APN 
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Traffic Steering in the IP Backbone – With APN 

•With APN:

•APN attribute is encapsulated at the ingress node. 

•With the APN attribute, the fine-granular traffic steering in the IP backbone can be easily facilitated.

•To match some field(s) of the APN attribute, a path with low-latency can be selected and steered into. 

•Other policy actions (such as IOAM) can also be triggered according to the APN attribute carried in the header.  
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SRv6 Path 2
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SR policy 2
Trigger IOAM 1

SRv6 Path 1
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APN Attribute 1

Action:
Trigger IOAM 1
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APN Use Case I

draft-liu-apn-edge-usecase

draft-yang-apn-sd-wan-usecase

draft-zhang-apn-game-acceleration-usecase
https://github.com/APN-Community/IETF108-Side-Meeting-APN

Path Selection

Path Selection

Path Selection

Path Selection

https://tools.ietf.org/html/draft-liu-apn-edge-usecase-00
https://tools.ietf.org/html/draft-yang-apn-sd-wan-usecase-00
https://tools.ietf.org/html/draft-liu-apn-edge-usecase-00
https://github.com/APN-Community/IETF108-Side-Meeting-APN
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APN Use cases II

https://github.com/APN-Community/IETF108-Side-Meeting-APN

https://github.com/APN-Community/IETF108-Side-Meeting-APN
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APN Use cases III

HQ DCGW GW
A C

B

GW

IFIT driven by 
APN

Fine-granular visualization 
based on APN attribute

③

②

①APP ID: (Front-end) App sub-systems
User ID: Provincial Branches
<-> Performance Parameters

Prefecture 
Branches

HQ DC

County 
Sub-Branches

Path Selection 
by APN

Core

Access/Metro

Reduce ACL 
Conf. by APN

APN takes advantage of the native programmable 

space provided by IPv6 to carry application/user 

group    information and requirements (i.e. APN 

Attribute), 

➢ making network aware of key valuable traffic 

flows

➢ enabling fine-grained network service 

provisioning such as visualization, 

performance measurement, traffic steering, 

dynamic scheduling and adjustment, etc..

APN enables, in the Financial service field,

✓ Application visualization and Differentiated 

service provisioning

✓ ACL maintenance simplification due to relatively 

stable APN ID

✓ Centralized configuration, once for all

✓ Path selection to satisfy services’ SLA 

requirements

①
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Potential Work Items to be covered 

Architecture

Data Plane

Automation / Control Plane

(Provisioning & 

Management)

New Services

Encapsulation

APN Attribute (APN ID, APN Parameters)

Routing Plane

(IGP/BGP)
PCEP BGP-LS YANG

IPv6 SRv6 MPLS VxLAN …

Application-aware Networking Framework Functional Components

App-aware 

Network Slicing

App-aware 

Detnet

App-aware 

SFC

App-aware Network 

Measurement

Fine-granularity 

SLA Guarantee

QoS

Security

…

Privacy

Work 

Possibly 

Needing 

Extensions

New Work
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https://github.com/APN-Community

• Side Meetings @IETF105 & IETF108
• Hackathons @IETF108 & IETF109 & IETF110
• Demos @INFOCOM2020 & 2021
• APN Mailing List Discussions - apn@ietf.org
• APN Interim Meeting @IETF 110-111
• APN BoF @IETF111, Approved! 30 July 2021, 1200-1400 PDT

https://www.ietf.org/blog/ietf109-bofs/
https://www.ietf.org/blog/ietf110-bofs/
https://trac.tools.ietf.org/bof/trac/wiki/WikiStart (IETF111 BoF)  

APN Activities I

IETF111  APN BoF

https://github.com/APN-Community
mailto:apn@ietf.org
https://www.ietf.org/blog/ietf109-bofs/
https://www.ietf.org/blog/ietf110-bofs/
https://trac.tools.ietf.org/bof/trac/wiki/WikiStart
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APN Activities II

https://trac.ietf.org/trac/ietf/meeting/wiki/110hackathon
https://trac.ietf.org/trac/ietf/meeting/wiki/109hackathon
https://trac.ietf.org/trac/ietf/meeting/wiki/108hackathon

• Side Meetings @IETF105 & IETF108
• Hackathons @IETF108 & IETF109 & IETF110
• Demos @INFOCOM2020 & 2021
• APN Mailing List Discussions - apn@ietf.org
• APN Interim Meeting @IETF 110-111
• APN BoF @IETF111, Approved! 30 July 2021, 1200-1400 PDT

https://trac.ietf.org/trac/ietf/meeting/wiki/110hackathon
https://trac.ietf.org/trac/ietf/meeting/wiki/109hackathon
https://trac.ietf.org/trac/ietf/meeting/wiki/108hackathon
mailto:apn@ietf.org
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APN Activities III

https://ieeexplore.ieee.org/abstract/document/9162934, https://www.youtube.com/watch?v=ONqwxKVmPp0

https://ieeexplore.ieee.org/abstract/document/9162934
https://www.youtube.com/watch?v=ONqwxKVmPp0
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APN6 Side 
Meeting

2019.7 2019.11 2019.12 2020.1 2020.2

F2F meeting 
with Shownet

NOC team

APN Shownet 
Setup Plan

APN POC 
Collaboration

APN6 in Shownet 
Topology

2020.4

Interop 2020

NE8000 
F1A

APN6 @Interop Tokyo2020

Interop to Cloud – APN6 Shownet

Finalist

http://threecloud.huawei.com/viewStory?nohttps=true&storyId=story_c158ef1d-ccbe-449e-85a9-17a5909140e0&locale=zh_CN&_dl=Y2hu#/21684e66-9a8d-4b89-9933-ce3e4c8f1654/@chn
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