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Birds of a Feather at IETF 109

Two proposals for Birds of a Feather (BOF) sessions at IETF 109
aim to determine the path for potential new work generate
discussion about the topics. and determine interest for working
on them within the IETF.

Learn more about MADINAS and APN

IETF109 *\\\

ABOUT  TOPICS OF INTEREST  HOW WE WORK  INTERNET STAND)

IETF110 ‘\\\
Birds of a Feather at IETF 110

==

https://www.ietf.org/blog/ietf109-bofs/

https://www.ietf.org/blog/ietf110-bofs/

https://trac.tools.ietf.org/bof/trac/wiki/WikiStart (IETF111 BoF)
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APNG6: Application-aware IPv6 Networking

ShupunEPm! Jianwei Mao, RmzhmHu. Zh-'thl

Application-aware G-SRv6 network enabling 5G services

Chengz Li, Jizsnwei Mao, Shuping Peng, Yang Xia Zhibo Ho, Fhenbin Ti
Huswei Technologies, Beijing, China

{1, macjianmai, pengshuping. yolands wia hozhibo, lizhenbin} (@hrawed com

Absrrger—This Demo showcased the Apphication-aware
IPv6 Networking (APNG) framework, which takes advantage of
the programmable space in the IPv6/SEv6 (Segment Fouting on
the IPv6 daia plane) encapsulations to comvey application
characteristics information into the network and make the
petwork aware of applications in order fo guaramtee their

management gver the network, but the whole loop is lonz and
time-consuming which is not suitable for fast service
provisioning for critical applications.

We proposad Application-aware IPvd Metworking (APNE)
framewark[1][2][3], which is able to msoh.e the drawbacks

Abstract—This demo showeazed how application-aware G-
SRvi metwork provides fine-grained traffic steering with more
economical IPv6 source ronting encapsulation, effectively
supporting 5G eMBB, mMTC and nRLLC services. G-5EvE, a
new IPvi source ronting paradizm, introduces much less overhead
than SRvd and is fully compatible with SEvé. Up to 75 percent
overhead of an SREvé SID List can be reduced by using 32-bit

recirculation. Thiz has become a biz obstacls for SREa6
deployment m practice.

We proposed Generalized Sezment Routing over IPvE (G-
SRv6) [3)[41[5] to address the challenges of SRvf overhead.
hule compatible with SEv6, G-SEvf provides a mechanizm to
encode Generalized SIDs (G-5ID) m the Generalized SFEH (G-

compressed STD with G-SEvh, allowing most prarehant rhimcate fo
support up to 10 SIDs processing without
recirculation, significantly mitigating the «
hardware processing overhead and faclitatiy
deployments. Furthermore, for the first time,
Application-aware [Py networking (APNG), t
ingress node is able to steer a particular appl
appropriate G-5Rvi TE policy to gnarantes it
and save the transmission overhead in the me:

Service Level Agreement (SLA). APNG is able fo resobve the
drawbacls and challenges of the traditional application
awareness mechanisms in the network. By ntilizing the real-time
network performance monitoring and measnrement enabled by
Intellizent Flow Information Telemetry (iFIT) and farther
enhancing it fo make it application-aware, we showed that the
VIF apphcation’s flow can be antomatically adjusted away from
the path with degrading performance to the one that has geod
quality. Furthermore, the flexible applicaton-aware SFC
stitching application-aware Value Added Service (VAS)

CRHY wrhava 2 (8T mar ha 2 178 at SRaf ST = 37 e

10"' 53.33% transmussion overhead 15 reduced, and bandwidth
is d from 83.07% to 92.79%.

— 2 mMTC, IoT metadata transmission (Payload size: 128
Bytes) over a 10-hop path: Without APNE, the waffic s
forwarded following the shortest path. Usmg APNE over
SEv6/G-5Rv6, the taffic is forwarded over the Service
Function Chain('SFC) path with a firewall deploved in MEC for
security checking Comparing to SEv6, the SID list (10 SIDs) i
compwu:adfmm 160 bytes to 64 bytes m G-SRv6. In this

and challenges of the shove-menti Now the VIP live video sweaming is flowing along the
5“'"‘“&55‘;;&_““5“5- ﬁ“mfl; " pathR2-R4-RS5, which has deployed a VAS2: Log Audit at R4
showease that inciudes all the ke 500 et she VIP Application-aware ID 1. The video streaming
Famework and their capabilifies. . o4 1) be audited accordingly. Therefore, we demonsated
characteristics iformation carmie! o fevible application-aware SFC stitching application-
the applicaton flows are steered I 07 174 S tozather with the nerwork nodes/routers.

mmnels. TUrlizing the real-tin
g Controller
EIT Coblocton
& Anddyzer

wor | s

-
amea o Tam

[ S T e ST

monitoring snd measursment an Fig 2. Comparizon between SRv6 and G-SRvé

Information Telemetry (iFIT) [4] In order to locate the 32-bit C-SID within the 128-bit space

. make it application-aware in this - 5y . B ot .
together with the network nodes/routers is also demonstrated. located by Segment Left (SL) in SKH, Sezment Index (SI) is  ifuation, the forw ofan 1s raised
VIP appl.l.catlun..s flow Csl.ll.be a ast Keywords—SRvé Co iom, C-SRvé, Al defined, and it is the least 2 bits in the arzument of the active  BY 55% from 400Mpps to 620Mpps in G-SRv6 due to no packet
Zom the path with degrading perd a ’ prEsson, SID in the IPv6 destination address (DA) field. Furthermore, 2 Tecirculation.

Keywords—IPvé, iFIT, Segment Rouring, SRvé, SFC

Continuation of Compression (COC) flavor i defined [5] to
instract the Segment Endpoint Node to contimue to process the
32-bit C-5ID in the SEH. When an SFv6 endpoint node receives
a 51D with COC Flavor, it updates the 32-bit G-5ID in the IPv6
DA with the nesct 32-bat G-51D), and the next &-5I0 15 located at
latency and high rehabibity are accessiny SRH[SL][SI] Orhme the node performs normal SRvé
Ihfferent applications have differenfiated net G-SRwf ks, AFNE
As (SLA). For i ce, co-line | ]D)_,add&dmtnihemtﬁ Hop-by-Hop (HBH) header by

application clients and servers to comvey the application
dem.anﬂlnzreqm.renmnts on lateney, live w information to the network lzyver, so that the network nodes can
high requoements on both latency and bande

be aware of the application type of a2 user group and its
traffic mamly requires more bandwadth but requirements. When APN6 packets with APNG ID are received
latency. However, in current networks, th

good quality in order to guaran
Furthermore, we also demonstrat
awara SFC within the framework

3} uFRLLC, real-time message exchanging traffic (Payload
mllBBms)mwﬂ:e9hup;humpath.UmgAPNﬁ the
traffic 15 ﬂnought.heluwz.‘r]ahenc‘rpaﬂl,andﬂle

L INTRODUCTION

As 5G and indusiry verticals evelve, «
services with diverse but demanding requers

App aware Network Aop-amare

I INTRODUCTEON prucersenid

The network operators have been facing the challenges of
providing befter services to their customers. Mowadsys it
‘becomes even more challenging. As 5G and industoy verticals
evolve, the ever-emerging new services with diverse but
demanding requirements such as low laency & high
reliability are accessing to the network. Applicatdons such as
on-line gaming, Live video streaming, and video conferencing
have highly demsnding requirements on the network
performance Meanwhile, they are the acmal revenne-
producing applications. The customers of network operators

hmncv is chortenad from 300 114ms to 0.759ms comparing to
amother path. Comparng to SRv6, 45.45% trensmission

overhead is reduced in G-SEv6, and bandwidth utilization is

increased from 42.11% to 57.14%.

II APPLICATION-AWARE]
IPvi/SEvd has some prog
encapsuladons, ie the [Fvd exta
by-hop Options Header (HBH), I
(DOH) [5], and Segment Fouting
a new fype of Fouting Header (=
being standardized m IETF. &
programmable space, ez the tag T 63

VAS2
Log Aust

at the G-SRv6 ingress node, the node steers the packets into
conesponding G-SRv6 tunnel based on the APN6 ID and

desite to have differentiated SL.A guarantes for their various
demandinz new services. However, the cument network
operators are still not aware of which applications the affic
traversing their neowork scmally belong wo. Therefore, the
network infrastructore of the network operators zradually
becomes large but dumb pipes. Accordingly the network
operators are losing their oppormmides of msking revemus
increase i the 5G era and beyond.

There are already some taditiomal ways to make the
network aware of the applications it carries. However, they all
have some drawbacks: 1) Five Tuples are widely used for the
traffic matching with Access Control List (ACL)Policy
Based Routing (FBE), but stll not enough mformstion for
supperting the fine-grained service process, and can only
provide indirect application information which needs to be
further translated in order to indicate a specific application; 2}
Deep Packet Inspection (DPT) can be nsed to extract more
application-specific informadon by deeply inspecting the
packets, but more CAPEX and OPEX will be introduced as
well as security challenzes; 3) Orchestration znd SDMN-based
Solution is used in the era of SDN, with the SDN controller
‘being aware of the service requirements of the applications on
the network through the interface with the orchestrator and the
service requirement used by the conmoller for oaffic

https://ieeexplore.ieee.org/abstract/document/9162934, https://www.youtube.com/watch?v=0ONgwxKVmPp0

each Segment ID (SID), and the  Edge
(TLV) [7]. These programmatile
application characteristics inform

make the network sware of ap
requirements. Accordingly, the n
application flow into comespondin  F:8 2. The APNS Damo Setup
to guarantee its SLA or set up a new one. This is the essential
ides of APNG. The application charscteristic information
inclodes application-aware ID which identifies application,
the nser of application, and the SLA level, ie. to indicate the
packets as pan of the waffic flow belonging w a specific
Applicadon Tser’SLA level. It could alse include nemwork
performance requirements information, specifying at least one
of the following pus.mlm's' bandwidth delay, loss rato, etc.

}

' arl»—muw ﬂvw—-q-:
NI'G

dige J m:m i
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Fig. 1. Application-awars [P Netwerking Framewodk and Scenarios

Server

unaware of the traffic type raversing their o
network infrastruchore  essentially dumb
application performance opfimeration oppo
s 1':5u.e App]icaﬁun-awam IPv6 networ
the ]I‘i'ﬁ 'SR packet encapsulahons to cum'e_'f application-
aware informanion info the network layer, and makes network
aware of apphcations and thew requirements m order to provide
fine-gramed applicanon-aware servicas.

SExd [2], as the underlyng network protocsl supportmg
APNG, enables the mgress node to expheitly program the
:ﬁo\rwardmz path of packets by encapsulating/mserting ordered
Segment ID) (SID)) List into the Segment Routing Header (SRH)
at the mgress node, where each SID 15 128-bit long. The SLA
can be sansfied by steering the application packets imto an
explicit SEvf programmable forwarding path However, in
some scenarios such as stet Traffic Engineenng(TE), many
SID:= will have to be inserted mn the SEH. mesulting in a lengthy
SEH wheeh imposes biz challenges on the hardware processing,
and affects the transomssion efficiency especially for the small
size packets m 5G wRLLC or mMTC scenanios. For mstance,
the size of an SExf encapsulation with 10 5IDs 15 208 bytes,

associated policies.

II. DEMONSTRATION

We have mplemented APN6 finction in Lirux kemel to
ﬂ]ppmadd.mzmﬁll)mpa:km '\Im we enhanced Nginx

s PP U

Normally, SRv6 SIDs are allocated from an address block
within an 3Evf domain, so the 5IDs share the common prefix
(CF) of the address block[5]. An SEx6 SID has the format
shown m Fig. 1.

Rty

N | == |
i r;MH'
Fig. 1. Format of thel28-bit SRv6 SID and 32-bat G-5ID

In most cases, only Node ID} and Function [D are different
ameong the SID=z m a SID kist, while the common prefix and
argument parts are redundant. Removing the redundant parts of
the SID Lst can reduce the overhead. Generalized SExé (G-
SRv6) realizes thus idea. It only cames the compressed SID
consisting of node ID and Function I m the SEH. so that the
size of the SREH 15 compressed. Theoretically, up to 75%
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Fiz 3. Application-aware G-SRv6 demo satup
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https://ieeexplore.ieee.org/abstract/document/9162934
https://www.youtube.com/watch?v=ONqwxKVmPp0
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http://threecloud.huawei.com/viewStory?nohttps=true&storyId=story_c158ef1d-ccbe-449e-85a9-17a5909140e0&locale=zh_CN&_dl=Y2hu#/21684e66-9a8d-4b89-9933-ce3e4c8f1654/@chn
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Thank you.

BHFHATAETA. BIRE.
BNMER, MEDYIEIKRIEREHRA,
Bring digital to every person, home and

organization for a fully connected,
intelligent world.

Copyright©2018 Huawei Technologies Co., Ltd.
All Rights Reserved.

The information in this document may contain predictive
statements including, without limitation, statements regarding

the future financial and operating results, future product

portfolio, new technology, etc. There are a number of factors that
could cause actual results and developments to differ materially
from those expressed or implied in the predictive statements.
Therefore, such information is provided for reference purpose
only and constitutes neither an offer nor an acceptance. Huawei
may change the information at any time without notice.

2 HUAWEI



