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Crypto Forum: ZEBEAHARA « EJE: Alexey Melnikov (ZEE Isode) . Stanislav Smyshlyaev ({&ZHf CryptoPro) .
CRRG |+ ITIETIRTEINEHAIZEIETFeRAOER, @idinformational RFCHZNEEXRHt | Nick Sullivan (35E Cloudflare)
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. - E/%: Joseph Salowey (%[ Venafi) . Sean Turner (F Sn3rd) . Christopher Wood
Transport Layer Security (2 Cloudflare)
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MLS Messaging Layer Security « EfF: Nick Sullivan (3E Cloudflare) . Sean Turner (3£[E Sn3rd)
- - NEEIE, CGKAESRHASASIEIMY « 2577 Cisco. Mozilla, Google, Twitter, Facebook
OHAL Oblivious HTTP Application Intermediation « ERE: Richard Barnes (& Cisco) . Shivan Kaul Sahib (IZX Brave Software)
T  JBIIHTTP Proxy{FPClientSHpy it EE - 25 &: Mozilla, Apple. Cloudflare
N Security Events « & Dick Hardt (Z2E Helld) . Yaron Sheffer (JIZX Intuit)
. HTTPZRLSMHEEDBIEE « 257/ Amazon, Microsoft, Google, Cisco, Oracle
op Privacy Preserving Measurement « Ff&: Benjamin Schwartz ((E Google) . Samuel Weiler (3£E W3C/MIT)
o - FPZHIE, THRF B RFAREIRIER DY - 2577 Mozilla, Cloudflare
MASOUE Multiplexed Application Substrate over QUIC Encryption « Ff&: Christopher Wood (3 Cloudflare) . Eric Kinnear (ZE[E Apple)
* NAEMYover QUIC « 85I/ Google, Apple. Ericsson, Cloudflare, Alibaba
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Web Authorization Protocol « & Hannes Tschofenig (ARM) . Rifaat Shekh-Yusef (IZX Auth0)
CAUTH 1L oAUTH2OF BB OAUthEERTEARSSIAETEGFRMY |- £57F: B, Microsoft, Ping Identity, ARM
CNAP Grant Negotiation and Authorization Protocol « EfF: Yaron Sheffer (IIEX Intuit) . Leif Johansson (FpEEAZFITEMNLL)
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- BIIER:
> LAMPST{EA: PKIXIEBHEXTE, CMPIEREENY, PKIXIEBHEPQCEEFZEDEH
> ACMETI{EAH: BiMGIEBER, T4Bm&RDVIRZRIFIET
- IBHE2:
> SIDROPSTI{E{H: [51EBGPESEIttEEFNANSF, RPKI, ROAZ;
> SAVNETI{EA: RIS FiYIRE;
- (BN
> IPSECMEI{EAR: IPsectil/IKEHYEBFISH B, ©1F: IKEV2IMYAPQCEEFEHAW BAxR, ABiElPsec; IKEV2Y &
> TLST{EA: TLS/DTLSIHYEFSH B, ©iE: TLSNAIEEES, TLSAPQCEEFEHMNY BAZE,; TLSZHFPSK (QKD)
> QUICT{EA: FitEREZLMYQUIC
> MASQUET{EAH: MAEYover QUIC, 5QUICS|\Datagramiil, {E8EQUIC B AEEXKIBAEmINIZRETunnel (HTTP/UDP/IP over QUIC)
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> PRIVACYPASST{EAH: 8ECIIESFAIRIFRIWebIZIUMY.
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> OAUTHI{EH: OAUTH2.0¥ EEH, OAuthEmEmETH#RE=7 N BIBERAFFRmY ;
> ACET{E{H: BE(OAUTH, i REXT REEE, EXTK,

> GNAPTI{EAH: GNAPHIBEREIRIT— T HRIERWebiBIRIIY, FJUBEEXSOAuthtYATEH, bR T ERINEHIBLAERITENG,, B8
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- HiRgE:
> SATPI{EA: RLEFE=HBINN. BIr2FA—TERMIXZBEETANRENY, BNEEMEHREF BEBHFE~,;
> TIGRESS: £&iHZAEIF EIEIEFTA N,
. IEFSIERBRYriZRiMA: for TLS, for PKI, for OAUTH...
- B, ZIFEITASERW (Transparency) $iAR: IEFIERCT. HRNHEEEASCITT, Z$HFERKeyTranss;
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e XEH: o ZHRITI &: 1BM, e AN : &
HUAWEI, Cisco, Oracle, Red Hat £ MIT,
Ericsson. Nokia e BEXMA =R Fraunhofer SIT

. SR R o IKEMH:
Comcast. Microsoft, CNNIC, NCSC.
CMCC, Orange, EZ:egI:)ok MITRE. NSA.
Telefonica Amazon, Akamai, Cl>

o A E: ARM, Cloudflare,
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» FEENISTHIRH{ITPQCEEFEBREEILAFHE, MHFNEBFZIFPQCEAKRAIETFZSlRHRa, 20215, 24 T{FAH
FRIIHIMEXRREE, (BEESAEE milE, REPEFS:
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>

>
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>

LAMPST{E4H: AWS. Cloudflare, Entrust, IBM, NSAZHERNIA10RPKOERZIFPQCIEXAYTE, eI L{EHCEMIE.

= Using SPHINCS+ in CMS (§%#%) . Using KYBER in CMS (§%#%) . Using Dilithium in Certificates (§%#%) . Using KYBER in
Certificates (§&%) %,

» JBSUEP (Hybrid Certificate) 18x: BRUFPZEIE (Composite) vs BEIZZIUEFH (Non-Composite)

TLST{E4H: Cisco. Amazon, BEAR KFHEMTISESEAPQCEAMEREZHTHIAIZNNGG (5212) . BRI IFEIERN.
COSET{EH: Google. IBM, NXPEHERNIPQCEEZERRYISONFICBORFILIRIDN S (5451%) , ElHICHIIERIEN,
SSHifHYABX: AWS. University of Waterloof@HSSHIMYEFPQCRIZFUERE XA TR AR (84E) .

CFRGHi54H: EECisco. Entrust, CloudflareZs] FFIEEINIST, fEEBSIENENIIHEHERNZRPQCRIAZINE;

. Post-Quantum Use In Protocols (PQUIP) I {EZBF 2022 KIEXRE 7

13

WIESIETFL/FERRIPQCEE. TR EREFRNESIHITREIANEYE, LN ITIFERIMYSPQCHEXAYIEIR,

ICRSIEPQCEE. ERAIERIRIHEREFE.

A=EFHIETNY., SIEFMY. EXHEBIHEIHS L EZBTE 2RERnE A HHERE.

BAEXGE: REINCSCEGEEPQCIMAIARNIESS; EEDigiCertZ3kPQC for Engineersigrasim; EIEPQCEIAMIMNZIFPQCEIARY
WEIRENMESE (§5E)
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https://datatracker.ietf.org/doc/draft-ietf-lamps-cms-sphincs-plus/
https://datatracker.ietf.org/doc/draft-ietf-lamps-kyber/
https://datatracker.ietf.org/doc/draft-ietf-lamps-dilithium-certificates/
https://datatracker.ietf.org/doc/draft-ietf-lamps-kyber-certificates/
https://datatracker.ietf.org/doc/draft-ietf-tls-hybrid-design/
https://datatracker.ietf.org/doc/draft-ietf-cose-post-quantum-signatures/
https://datatracker.ietf.org/doc/draft-kampanakis-curdle-ssh-pq-ke/
https://github.com/ietf-wg-pquip/state-of-protocols-and-pqc

IETFZ2iNERSRP ST iRkl iz

BEREBRRESH ARG, EAETRRYMECient RIENER |, BEBINEClenttURbRIE, FIN1 “EEE" HE
Rz’ R, SHEBIRALIBUEBAREE, A REIEIONHRGE RERE’ Bt WOBITPM, TEESE
HEIERATASHIAT S RE%e "R

Using Attestation in TLS and DTLS
«  https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/, Hannes Tschofenig (Siemens), ARM

Use of Attestation with Certification Signing Requests
«  https://datatracker.ietf.org/doc/draft-ounsworth-csr-attestation/, Mike Ounsworth (Entrust). Hannes Tschofenig (Siemens)

Attestation Attributes for Use with Certification Signing Requests
«  https://datatracker.ietf.org/doc/draft-stjohns-csr-attest/, NthPermutation Security

A Standard Format for Key Compromise Attestation
»  https://datatracker.ietf.org/doc/draft-mpalmer-key-compromise-attestation/, pwnedkeys.com

Nonce-based Freshness for Attestation in Certification Requests for use with the Certification Management Protocol
«  https://datatracker.ietf.org/doc/draft-tschofenig-lamps-nonce-for-cmp/, Siemens

Automated Certificate Management Environment (ACME) Device Attestation Extension
«  https://datatracker.ietf.org/doc/draft-acme-device-attest/, Google

Attestation in OpenlID-Connect
«  https://datatracker.ietf.org/doc/draft-sh-rats-oidcatt/, Intel. MIT

The Use of Attestation in OAuth 2.0 Dynamic Client Registration
+  https://datatracker.ietf.orqg/doc/draft-tschofenig-oauth-attested-dclient-reg/, Siemens

OAuth 2.0 Attestation-Based Client Authentication
+  https://datatracker.ietf.orq/doc/draft-looker-oauth-attestation-based-client-auth/, MATTR. Bundesdruckerei GmbH

14 Huawei Confidential @@ H UAWEI


https://datatracker.ietf.org/doc/draft-fossati-tls-attestation/
https://datatracker.ietf.org/doc/draft-ounsworth-csr-attestation/
https://datatracker.ietf.org/doc/draft-stjohns-csr-attest/
https://datatracker.ietf.org/doc/draft-mpalmer-key-compromise-attestation/
https://datatracker.ietf.org/doc/draft-tschofenig-lamps-nonce-for-cmp/
https://datatracker.ietf.org/doc/draft-acme-device-attest/
https://datatracker.ietf.org/doc/draft-sh-rats-oidcatt/
https://datatracker.ietf.org/doc/draft-tschofenig-oauth-attested-dclient-reg/
https://datatracker.ietf.org/doc/draft-looker-oauth-attestation-based-client-auth/
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Figure 1 Concept of Trust-Enhanced Networking
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o IETFZ2({ESE5: TCP/IPSinternetZ £HXIRRAHE. MASHHH, MEANGIE. 515
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o IETFRTREINM, @RElnR. @&, BRARE. BFEiHEliE, MinEEEERAFRSTX
LR, XETIEMILEYT, mERKERAFNHEEGHER,

o IETFEAMSSIER, WMERAATEMNEDRNBERSS, KidieH=msl. BRSESZn,
SHIMAR, SmAEE, EM=IREREERE.
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Thank you.

BHFHATAETA. BIRE.
BNMER, MEDYIEIKRIEREHRA,
Bring digital to every person, home and

organization for a fully connected,
intelligent world.
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