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1. BRI T IP #ihkACE, loopback # HL &

WA B

1. R1. R2. R3. R4 W& E isisv6, BCE SRv6, B isis KA locator AI4;

2. EMEHAEE RL. R2. R3. R4 [ locator ATZRESH, A HHALR 1

3. R21EJNRR, 5 RI\R3\R4 &7 vpnv4. evpn 4BJE

4. R2 5 RI\R3\NCE 37 BGP-LS\BGP-SRv6 Policy 4FJ&, A TiilI4s % 2
PHER THHASE 3

1. &ML ELS R, R3. R4 EAHE M locator HIZREKH

2. TXF BGP 4B JE#fe IEH 2 r
R R 1. RI. R2. R3. R4 W&HLE isisve, ECE SRv6, L isis KA locator FIZK;

["Rl-segment-routing-ipve]di thi
#

segment-routing ipve
encapsulation source-address 10:11::11
locator hw_locator0l ipve-prefix 10:11:: 96 static 16 arys 6
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[“Rl-isis-6]di thi
#

isis 6

is-level level-2

caost-style wide

bhfd all-interfaces enable

bgp-1ls enable level-2
network-entity 10.0100.0001.0011.00
is-name R1

import-route direct

traffic-eng level-2

#

ipwv6 enable topology ipvh

ipv6 bgp-1ls enable level-2

ipv6 advertise link attributes

ipw6 bfd all-interfaces enable

ipve traffic-enyg level-2

segment-routing ipwv6 locator hw_locator0l
ipv6 avoid-microloop segment-routing

ipv6 avoid-microloop sSegment-routing rib-update-delay 3000
ipvh import-route direct

ipv6 frr

locp-free-alternate level -2

ti-1lfa level-2
#

return

[”R2lse§ment-rout1n§-ip§6]di thi
#
segment-routing ipve

sr-te frr enable

encapsulation source-address 10:1::19

locator hw_locator02 ipve-prefix 10:1:1:1::13:0 112 static 3 args 4

["R2-isis-6]di thi
#

isis 6

is-level level-2

cost-style wide

bfd all-interfaces enahle
network-entity 10.0100.0001.0019.00
is-name R2

import-route direct

import-route static

traffic-enyg level-2

#

ipv6 enable topology ipvée

ipve bgp-ls enable level-2

ipve advertise link attributes

ipvhe bfd all-interfaces enable

ipvbe traffic-eng level-2
segment-routing ipv6 locator hw_locator02
ipve avoid-microloop segment-routing
ipve avoid-microloop segment-routing rib-update-delay 3000
ipvh import-route direct

ipvh import-route static

ipve frr

loop-free-alternate level-2

ti-1fa level-2

#

i[“RSlseément-routlné-ip%ﬁ]di thi
segment-routing ipve
sr-te frr enable
encapsulation source-address 10:1::20
locator hw_locator03 ipve-prefix 10:1:1:1::14:0 112 static 3 args 4

[“"R3-isis-6] di thi
#
isis 6
is-level level-2
cost-style wide
bfd all-interfaces enable
network-entity 10.0100.0001.0020.00
is-name R3
import-route direct
traffic-eng level-2
#
ipve enable topology ipve
ipvb bgp-ls enable level-2
ipvb advertise link attributes
ipve bfd all-interfaces enable
ipvb traffic-eng level-2
segment-routing 1pve locator hw_locator03
ipvb avold-microloop segment-routing
ipvb avoid-microloop segment-routing rib-update-delay 3000
ipve import-route direct
ipve frr
loop-free-alternate level-2
ti-1fa level-2
#
#
return
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E[”R4-segment-routlng-lpvéldl thi
\#
|lsegment-routing ipvé
sr-te frr enable
encapsulation source-address 10:1::14
locator hw_locator04 ipvé-prefix 10:1:1:1::18:0 112 static 6 args 4

["R4-isis-6]d1 thi
#
isis b
is-level level-2
cost-style wide
bfd all-interfaces enable
network-entity 10,0100.0001.0014,00
is-name R4
import-route direct
traffic-enyg level-2
#
ipvh enahle topology 1pvbe
ipv6 byp-ls enable level-2
ipve advertise link attributes
ipve bfd all-interfaces enable
ipve traffic-eng level-2
segment-routing ipvbe locator hw_locator04
ipve avoid-microloop segment-routing
ipve avoid-microloop segment-routing rib-update-delay 3000
ipve import-route direct
ipve frr
loop-free-alternate level-2
ti-1lfa level-2

#
#
return

2. MR REE A E RINR2\R3\R4 ¥ % 1 locator B4 H
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E= bssEAR EIE
1 R1 s U
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B 5, v
RGPORIRIERT), WA AR WSS UP
| o || = || Ba || @p || *ssEws || swuessw |
] wssn e BBHRS ERE —EiE SRS ERER
[ & xty 13vpn_sivé L3VPN_Without Tun... C == o] up | —5 e
["R1]disp ip routing-table vpn-instance =xty_l3vpn_srvb
Route Flags: R - relay, D - download to fib, T - to vpn-instance, B - black hole route
Routing Table : xty_l3vpn_srve
Destinations : 6 Routes : 6
Destination-Mask Proto Pre Cost Flags NextHop Interface
26.0.0.0-16 Direct 0 0 D 26.0.0.1 GigakitEthernet0-3-16.100
26.0.0.1732 Direct 0 0 D 127.0.0.1 GigabitEthernet0-3-16.100
26.0.255.255732 Direct 0 0 D 127.0.0.1 GigakitEthernet0-3-16.100
27.0.0.0-16 IBGP 255 0 RD 10:1:1:1::14:8A0 Eth-Trunkl?2
127.0.0.0-8 Direct O 0 D 127.0.0.1 InLoopBack0
255.255.255.255732 Direct 0O 0 D 127.0.0.1 InLoopBack0
["R1)
Sl V S Nragi =R
WA IE R A E A L3vpn, A TUHZ R 2
Port Traffic and Counters > Basic Traffic Results | Change Result View - Eﬂ Er 8 04 4

Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defii

Total Tx Count | Total Rx Count

Port Name (Frames) (Frames) Total Tx Count (bits) | Total Rx Count (bits)
Port J/1f1[... | 1,778,378 1815400 7.284.236,288 7435, 878,400
Port [f1/2 [... | 1,815,400 1,778,378 7,435,678,400 7,284,236,288
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WK H i RN A8 %T L3vpn over SRv6 BE FRML55 n] FEVEARIEBE
MR
R1
A

P R T2

1. S8R 2. 2. 1. 1 Hl A

WA B

1. &M EE Ti-LFA Rt

2. MR IE R AR E A L3vpn, A TUHZE R 1

W E R ER2 toR3FE T LI, A 45 SR 2
PHER 1. MEERANEL

2. MEHKBREIHERIGT, EARES RN
MRLEF AL SR

1. &M EE Ti-LFA Rt

R1

ipvb frr

loop-free-alternate level-2
ti-1lfa level-2
#

R2
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ipvb frr

loop-free-alternate level-2
ti-1lfa level-2
#

R3

ipvb frr

loop-free-alternate level-2
ti-1lfa level-2
#

R4

ipvb frr

loop-free-alternate level-2
ti-1lfa level-2
#

2+ MEABCHE X AR E A L3vpn, A FUYIEE R 1

Port Traffic and Counters > Basic Traffic Results | Changs Resul View + 29
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defit
Total Tx Count  Total Rx Count

Port Name Total Tx Count (bits) | Total Rx Count (bits)

(Frames) (Frames)
Port {11 I... 2,807,227 2,806,526 11,498,401,792 11,495,530,996
Port ff1/2 [... | 2.806,526 2,807,227 11,995530,996 I11,998,401,792
3. IR R2toR3 s, HE5H 2
K1 R2toR3 ik 1% i [

["RZ2-Eth-Trunk23]shut
[#*R2-Eth-Trunk23]comm
["R2-Eth-Trunkz23]

RAFT I AL E] R 1toR3=395/84459=4.6ms; R3toR 1=332/84459=3.9ms

Port Traffic and Counters > Basic Traffic Results = Change Resutt View ~ 29
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters User Defi

Total Tx Count | Total Rx Count

Port Name Total Tx Count (bits) | Total Rx Count (bits)

(Frames) (Frames)
Port f/1f1[... | 13,835,971 13,835,986 56,672, 137216 56,672,198,656
Port /f1/2 [... | 13,836,318 13,835,576 56,673,558,528 56,670,519,296

4. 27T SRv6 BE ] L3VPN i) OAM (ping FI traceroute)

T H #-F SRv6 BE [J L3VPN ] OAM (ping Fll traceroute)

P H JEREN B 28 %) L3vpn over SRv6 BE FAV 45 Al i 1468 11

WA
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UsER v | xy_pws X Q e me || wE || m2 RisT
O usens W ¢ mHEE BRS¢ it ¢ R EEEG B ¢ BEmE s
> @ xty_vpws p2P P2pP Cl 5 FE 2019-11-24 11:18:46  admin o =

["R1l]display bgp evpn evpl 1instance-id 1003
Total EVPLs: 1 1 Up 0 Down

EVPL ID : 1003

State @ up

Evpl Type : srvb-mode

Interface : GigabitEthernet0-3-16.102
Ignore AcState : disable

Local MIU : 1500

Local Control Word : false

Local Redundancy Mode : all-active
Local DF State : primary

Local ESI : 0000.0000.0000.0000.0000
Remote Redundancy Mode : all-active
Remote Primary DF Number : 1

Remote Backup DF Number : O

Remote MNone DF NMumber : 0

Peer IP : 10:1::19

Origin MNexthop IP : 10:1::20

DF State : primary

Eline Role : primary

Remote MIU : 1500

Remote Control Word : false

Remote ESI : 0000.0000.0000,0000.0000
Tunnel info : 1 tunnels

NO.O Tunnel Type : Native IPv6, Tunnel ID :
Last Interface UP Timestamp : 2019-11-29 16:20:24:858
Last Designated Primary Timestamp : --
Last Designated Backup Timestamp : --

["R1]_
ST N A Nragi =R v/
8 WA MY X A B AT i, A PUHEE R 2
StreamBlock Editor - Port //1/1 [98:35:ED:B4:E7:0D/GigabitEthernet0/3/16] : StreamBlock 9-3 > 4
General Sources and Destinations Frame Groups RxPort Preview
Preview:
Pvd ShowAllFields [] Allow Invalid Packets
Name Value
Frames
E  Frame
Create new Frame > a
=1 IPv4 Header

Save Frame as
Template... - Version (int) <auto> 4
.I:.,‘:;;‘g:t:zf"e - Header length (int) <auto> 5

- TaS/DiffServ tos (0xC0)
ckions - Total length (int) auto > calculated
AddHeader(s)..

, . - Identification (int) 0
Link Modifiers/VFDs... b
Others - Fragment Offset (int) 0
Expand All - Time to live (int) 255
Collapse Al Protocol (int) <auto > Experimental
Checksum (int) <alto> 26666

- Source

- Destination <auto> 41.0.0.2

- Header Options

Gateway 41.0.0.2
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WL %S QT-19-B20284 £ 63 X % 27 W

Port Traffic and Counters > Basic Traffic Results =~ Change Result View » 5] T
Basic Counters Errors Triggers Protocols Undersize/Oversize/Jumbo PFC Counters  User Defii
Total Tx Count | Total Rx Count

Port Name (Frames) (Frames) Total Tx Count (bits) | Total Rx Count (bits)

Port /(11 [... | 6,424,388 6,310,495 6,578,573,312 6,461,946,850

Port fl1f2 [... | 310,495 6,424,388 6,461,946,880 6,578,573,312
StreamBlock Editor - Port //1/2 [98:35:ED:88:61:CC/GigabitEthernet0/3/16] : StreamBlock 9-4 >

General Sources and Destinations Frame Groups RxPort Preview

Preview:
Pvd A showaliFields [] Allow Invalid Packets
Name Value
Frames
= Frame
Create new Frame > f
=+ IPv4 Header
Save Frame as
Template... - Wersion (int) <auto> 4
Manage Frame
Temp?ates___ Header length (int) <auto> 5
- ToS DiffServ tos (0xC0)
Actions
Total length (int) auto > calculated
Add Header(s)...
" e Identification (int) ']
Link Modifiers/VFDs... L
Others - Fragment Offset (int) 0
Expand All Time to live (nt) 255
Collapse All - Protocol (int) <auto > Experimental
Checksum (int) 2
- Source 2
- Destination auto > 41.0.0
Header Options
- Gateway 41.0.0.1
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HERT: QT-19-B20284 #* 63 X % 34 X
Configure MAC Modifier b4
Offset
(@ Start modifier on first byte () Start modifier at offset
Type
@ Increment (O Decrement (O List (O Random () shuffle [ Use Streams
Details
Count: Step: [00:00:00:00:00:01 !
Repeat: IO Mask: :DD:DU:FF:FF:FF:FF ]
Seed: 0
Value: [00:10:94:00:00:02 | =
Tip: Enter a start-value from which to begin the sequence.
oK Cancel
> ok frr 22
9. A% R3\R4 W& HEHE S~ 2] ) 100 4> mac ik
f"RBjdisij mac-address bridge-domain 2005
MAC address table of slot 3:
MAC Address VLAN-BD~ PEVLAN CEVLAN Port-/Peerip Type LSP
VSI/SI/EVPN MACH
0010-9400-0062 BD 2005 = = 12140 dynamic 372
0010-9400-0063 BD 2005 = = :2140 dynamic 372
0010-9400-0064 BD 2005 = = 12140 dynamic 372
0010-9400-005f BD 2005 = = :2140 dynamic 372
0010-9400-0061 BD 2005 = = 12140 dynamic 372
0010-9400-0065 BD 2005 = = 12140 dynamic 372
["R3]disp mac-address summary
Slot Total Blackhole Static Dynamic
3 100 0 o 100
[“R31
f“R‘ljdlsi} mac-address bridge-domain 2005
MAC address table of slot 3:
MAC Address VLAN-/BD~ PEVLAN CEVLAN Port-/Peerip Type LSP
VSI/SI/EVPN MAC-|
0010-9400-0060 BD 2005 - = 10:11::40:2140 dynamic 3/=
0010-9400-0064 BD 2005 = = 10:11::40:2140 dynamic 3/-
0010-9400-0063 BD 2005 - = 10:11::40:2140 dynamic 37/=
0010-9400-0054 BD 2005 = = 10:11::40:2140 dynamic 3/-
0010-9400-0062 BD 2005 = = 10:11::40:2140 dynamie 3/=
0010-9400-005e BD 2005 = = 10:11::40:2140 dynamic 3/-
0010-9400-005¢ BD 2005 = = 10:11::40:2140 dynamie 3/~
0010-9400-0061 BD 2005 = = 10:11::40:2140 dynamic 7=
0010-9400-005f BD 2005 = = 10:11::40:2140 dynamic 3/=
0010-9400-0065 BD 2005 = = 10:11::40:2140 dynamic 37
0010-9400-005h BD 2005 o = 10:11::40:2140 dynamic 3/=
0010-9400-0054 BD 2005 = = 10:11::40:2140 dynamic 3
0010-9400-0055 BD 2005 = = 10:11::40:2140 dynamic 3=
0010-9400-0057 BD 2005 = = 10:11::40:2140 dynamic 37—
0010-9400-0053 BD 2005 = = 10:11::40:2140 dynamic 3/=
0010-9400-0056 BD 2005 = = 10:11::40:2140 dynamic 3/-
0010-9400-0052 BD 2005 = = 10:11::40:2140 dymamic 3=
0010-9400-0058 BD 2005 = o 10:11::40:2140 dynamic 3/-

[“R4]
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WA

vWAF VFWZ[;E\RM:ITA_DB Server

D R 1. i M 8 % 9 5 CE isisve 6 level—-2, FE{fifiE SRv6 fE
2. SERCEEEE R T (DPI). vEW R vWAF (22253808, Bl w1 (DPT) Al vFW &
SRv6 aware 2% VAS MG, FHACE SID;
3. vWAF /& SRv6 unaware 2% VAS WG, FHEL NS KA proxy FiA, #R2 k
N vWAF Bt & proxy sid, M & inner—-type. iif. oif. nexthop. cache
(sourcetsegment—list);
4. fE Rl _EMJIEII4 SRv6 policy PBEiE, T1 (L) 1REBRBLLT vEW, T2( M) &
it DPI A1 vEW, T3 (F$€0) 485 £ vEW1. WAF 1 DPI; T4 () fiEL vFW2.
DPI; PY4%B&iE 73 HIBCE color ¥ 1000, 2000, 3000, 4000.
5. 7£R3 ERCE I SRv6 policy T3 , 5 T3 842 —5, R4 http Uil () [A1FE
I ;
6. SFCECE R0, 705l HEE [ E] T1 T4 AF 1B IE;
PHER 1. DY AT AR BRI A B I BEIE B 12 WR AT vas, ARSI vas DihE
WA B R
MRLEF AL, R

1. FrES MBS SELE isisve 6 level-2, FEfHHE SRv6 fg

["Rl-segment-routing-ipve]di thi
#

segment-routing ipve
encapsulation source-address 10:11::11
locator hw_locator0l ipve-prefix 10:11:: 96 static 16 arys 6
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® % 46

["R1l-isis-b]di thi
#

isis 6
is-level level-2
cost-style wide
bfd all-interfaces enahble
bgp-1s enable level-2
network-entity 10,0100.0001.0011.00
is-name R1
import-route direct
traffic-eng level-2
#
ipv6 enable topology 1pve
ipve hgp-ls enable level-2
ipv6 advertise link attributes
ipv6e bfd all-interfaces enahle
ipve traffic-eng level-2
segment-routing ipv6e locator hw_locator0l
ipv6 avoid-microloop segment-routing
ipv6 avoid-microloop segment-routing rib-update-delay 3000
ipv6 import-route direct
ipve frr
loop-free-alternate level-2
ti-1fa level-2
#
#
return

[”R2lse§ment-rout1n§-ip§6]di thi
#
segment-routing ipve

sr-te frr enable
encapsulation source-address 10:1::19

locator hw_locator02 ipve-prefix 10:1:1:1::13:0 112 static 3 args 4

["R2-isis-6]di thi
#

isis 6

is-level level-2

cost-style wide

bfd all-interfaces enahle
network-entity 10.0100.0001.0019.00
is-name R2

import-route direct

import-route static

traffic-enyg level-2

#

ipv6 enable topology ipvée

ipve bgp-ls enable level-2

ipve advertise link attributes

ipvhe bfd all-interfaces enable

ipvbe traffic-eng level-2
segment-routing ipv6 locator hw_locator02
ipve avoid-microloop segment-routing
ipve avoid-microloop segment-routing rib-update-delay 3000
ipvh import-route direct

ipvh import-route static

ipve frr

loop-free-alternate level-2

ti-1fa level-2

#

i[“RSlseément-routlné-ip%ﬁ]di thi
|#
segment-routing ipve
sr-te frr enable
encapsulation source-address 10:1::20

locator hw_locator03 ipvée-prefix 10:1:1:1::14:0 112 static 3 args 4
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["R3-isis-6] di thi
#
isis 6

is-level level-2
cost-style wide
bfd all-interfaces enable
network-entity 10.0100.0001.0020.00
is-name R3
import-route direct
traffic-eng level-2
#
ipve enable topology ipve
ipve bgp-ls enable level-2
ipvb advertise link attributes
ipve bfd all-interfaces enable
ipvb traffic-eng level-2
segment-routing 1pve locator hw_locator03
ipvb avold-microloop segment-routing
ipve avoid-microloop segment-routing rib-update-delay 3000
ipve import-route direct
ipve frr
loop-free-alternate level-2
ti-1fa level-2
#
#
return

|[“R4-segment-routing-ipve]di thi
#

segment-routing ipve

sr-te frr enable

encapsulation source-address 10:1::14

locator hw_locator04 ipvé-prefix 10:1:1:1::18:0 112 static 6 args 4

["R4-isis-6]d1 thi
#

isis b

is-level level-2
cost-style wide

bfd all-interfaces enable
network-entity 10,0100.0001.0014,00
is-name R4

import-route direct
traffic-enyg level-2

#

ipvh enahle topology 1pvbe

ipv6 bgp-ls enable level-2

ipve advertise link attributes

ipve bfd all-interfaces enable

ipve traffic-eng level-2

segment-routing ipvbe locator hw_locator04
ipve avoid-microloop segment-routing

ipvh avoid-microloop segment-routing rib-update-delay 3000
ipve import-route direct

ipve frr

loop-free-alternate level-2

ti-1fa level-2

#
#
return

2. SEREEES T (DPI). vEW A1 vWAF (2235305, il ZE & i+ (DPI) 1 vEW &
SRv6 aware 2 VAS WG, FEBCHE SID;

& s sz v ENER =il.CPU v =HAE
: Q= 10.41GB =4 26GHz 47168
f Q= 11.86 GB el 7.3GHz 44168
[: Q % 11.73GB 40 3.1GHz 554 GB




SRv6 & i W3R,
o 5 M- JR 210K

QT—19 B20284 #* 63 B % 48 W

ec0S# network srvb show

FuncType
Flaver

3+ VWAF /& SRv6 unaware Z57 VAS W JG, 75 EHENBE KA proxy K, f£R2 L
N vWAF Bt & proxy sid, M & inner—-type. iif. oif. nexthop. cache

(sourcetsegment—1list);
[“ié:;ééﬁegi:féaélnéilévﬁ]dl thi
#
segment-routing ipvé

sr-te frr enable
encapsulation source-address 10:1::19

opcode ::2 end-as

cache source-address 10:11::11

encapsulation ipv4 nexthop 50.20.4.2 vpn-instance WAF2 out-interface Vbdif2904 in-interface Vbdif2905

cache list 10:1:1:1::14:30 10:1:1:1::13:80 19:19::1 10:1:1:1::13:20 10:1:1:1::14:260 20:20::1 segments-left 2
opcode @ :4 end-as

cache source-address 10:1::20

encapsulation ipv4 nexthop 50.20.5.2 vpn-instance WAF1 out-interface Vbdif2905 in-interface Vbdif2904

cache list 10:11::40 20:20::1 10:1:1:1::13:80 19:19::1 10:1:1:1::13:40 10:11::40:0 segments-left 1

4, 7E Rl F#yi =2% SRv6 policy fFiE, T1 (&) f8ERALN vEW, T2 (%)%
ik DPT FI1 vEW, T3 (F8€) 5845t vEWL. WAF 1 DPI, T4 (I ) 54t vFW2,
DPT ; DU % F% i 4 % B2 B color N 1000 . 2000 . 3000 . 4000.

segment-list FW
index 1 sid ipv6 10:1:1:1::13:80
index 2 sid ipvbe 19:109::
index 3 sid ipve 10:1:1:
segment-list FWDPI
index 1 sid ipv6 10:1:1:
index 2 sid ipvbe 19:109::
index 3 sid ipve 10:1:1:
index 4 sid ipve 20:20::
segment-list FWDPI_ARM
index 1 sid ipvb 10:1:1:1::14:260
index 2 sid ipve 22:22::
index 3 sid ipve 20:20::1
segment-list FWWAFDPI

e

:14:260

:13:80

:14:260

[l el el

pan

index 1 sid ipvbe 10:1:1:1::13:80
index 2 sid ipve 19:19::1
index 3 sid ipvbe 10:1:1:1::13:20
index 4 sid 1pv6 10:1:1:1::14:260
index 5 sid ipv6 20:20::1

srvb-te policy FW endpoint 10:1::20 color 1000
candidate-path preference 100

segment-list FW
srvb-te policy FWDPI endpoint 10:1::20 color 2000
candidate-path preference 100

segment-list FWDPI

srvﬁ:te policy FWWAFDP I endpoint 10:1::20 color 3000
candidate-path preference 100
segment-list FWwWAFDPI

1F R3 _FHCE A SRv6 policy T37 , 5 T3 #g4A—3, RiF http 1 Al (Y [A] F
JHIE ;
segment-list FWWAFDPIR

index 1 sid ipve 20:20::1

index 2 sid ipve 10:1:1:1::13:80
index 3 sid ipvb 19:19::1

index 4 sid ipve 10:1:1:1::13:40
index 5 sid ipve 10:11::40:0

srvb-te policy FWWAFDPIR endpoint 10:1::11 color 3000
candidate-path preference 100
segment-list FWWAFDPIR

6. SFCHCE E 24, 205 M2 T17 T4 AN[F KR iE ;




SRv6 & i W3R,
o 5 M- JR 210K

#EHT: QT-19-B20284 * 63 W HF 49

["R1]disp current-configuration configuration classifier

traffic classifier FW operator or
if-match any

#

traffic classifier FWDPI operator or
if-match any

#

traffic classifier FWDPI_ARM operator or
if-match any

#

traffic classifier FWWAFDPI operator or
if-match any

#
traffic behavior FW
redirect srvbe-te poliecy 10:1::20 1000 vpnsid 10:1:1:1::14:10

#
traffic behavior FWDPI
redirect srvé6-te policy 10:1::20 2000 vpnsid 10:1:1:1::14:10

#
traffic behavior FWDPI_ARM
redirect srvb-te policy 10:1::20 S000 vpnsid 10:1:1:1::14:10

#

traffic behavior FWWAFDPI

redirect srvbe-te policy 10:1::20 3000 vpnsid 10:1:1:1::14:30
#

["R1]disp current-configuration configuration trafficpolicy

traffic policy FW

share-mode

statistics enable

classifier FW behavior FW precedence 1

i

traffic policy FWDPI

share-mode

statistics enable

classifier FWDPI behavior FWDPI precedence 1
[

traffic policy FWDPI_ARM

share-mode

statistics enable

classifier FWDPI_ARM behavior FWDPI_ARM precedence 1

§
traffic policy FWWAFDPI

share-mode

statistics enable

classifier FWWAFDPI hehavior FWWAFDPI precedence 1
[

10. TCP SYN R X H M

R H TCP SYN # S Bk 95 4

Wik H # B TCP SYN i S 2 1 b 55 7 1) 47 il

WA
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WERS: QT-19-B20284 #* 63 X % 50 X
Client vFW1(X86) VWAF VFW2(ARM) TA-DB  saryer

host 1 :I ﬂ-: @ E-: E—-Eihostgl
|:‘ L _#

&
hojst 3
MAX
P R D3RI 7«
R, ip Mk 453, BT SRv6 Mk S5 EE VT I vEW VAS WG, fE vEW X TCP J i fi B
IE7aR
TR -
1 58 R MR 2% T 25 5
2+ SERL VEW [ 5EE
WA B
1. PARACHYIE TCP SYN #)32, H s 10 80, KiXi# %N 100pps, H AIHhE AR
- ds bk, JRHLBERE PR Y
2. FEB KEE b e ) O3 T B R S IR S5 TP U5 I RN P B — AR UE Ay ik
FEHL. B AR S 88 RSN web, FNE N o BN, IFidRHE: B
HAZE R 15
TR R 1. vEW m] AR 45 B0 B AU web 17 1] 42 1 5
MREEF AL R

3. PR HIIE TCP SYN 4R, HIHsE 1A 80, KiIEHEZ A 100pps, H FIHLHE AR
Soas bk, VR, Y
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STr@aMBIOCK EQITOT - FOIT// 1/ 1 [Y815):ELIB4IE/ UL GIaDITETNErNeTU/ 5/ 10] 1 FYW A

General

Preview:

Manage Frame

Frame Groups RxPort Preview

Total length (int)
- Identification (int)

Show AllFields [ Allow Invalid Packets

Name Value "~
Frames
B Frame
Create new Frame > 1
-+ EthernetIl
Save Frame as
Template... - Preamble (hex) 555555555555d5

Templates... Destination MAC 98:35:ED:B4:E7:2C
- Source MAC 00:10:94:00:00:02

Actions
Add Header(s)..

== Vian
Link Modifiers/VFDs.. .

+ Type (hex) 8100

Others Priority (bits) 000
Expand All i CFI (bit) 0
Collapse All . P

EtherType (hex) <auto> Internet IP

IPv4 Header

- Version (int) <auto> 4
Header length (int) <auto> 5
ToS/DiffServ tos (0x00)

1]

General

Preview:

StreamBlock Editor - Port //1/1 [98:35:ED:B4:E7:0D/GigabitEthernet0/3/16] : FW

Frame Groups RxPort Preview

{Show AliFields [ Allow Invalid Packets

Name Value ~
Frames ;
[=~ Control Flags
Create new Frame > T
Save Frame as 1| Reserved (i 2
Template... -~ DF Bit (bit) 0
Manage Frame
Tempitee - v G 0
- Fragment Offset (int) o
Acti
o Time to live (it 55
Add Header(s)..
B Protocol (int) <auto> TCP
Link Modifiers/VFDs..
Checksum (int) <auto> 1222
Others — Source 50.12.20.2
Expand All Destination 50.20.20.2
Collapse All Hender Options
Gateway 192.85.1.1
- TCP Header
Source port (int) 50
. Destination port (int) HTTP
Sequence number (int) 123456
- Acknowledgement number (int) 234567
Header length (int) 5
v
StreamBlock Editor - Port //1/1 [98:35:ED:B4:E7:0D/GigabitEthernet0/3/16] : FW X
General Frame Groups RxPort Preview
Preview
Show AliFields [ Allow Invalid Packets
Value -~
Frames
TCP Header
Create new Frame >
i Source port (inf) &0
Template... . Destination port (int) HTTP
Manage Frame
Temp?ates.._ Sequence number (int) 123456
- Acknowledgement number (int) 234567
Actions
- Header length (int) 5
Add Header(s)..
Reserved (bits) 0000
Link Modifiers/VDs..
Congestion Window Reduced (bit) 0
Others -~ ECN-Echo (bit) 0
Expand All Urgent Pointer (bit) 0
Colpsall Admowledgement (bit) 0
- Push Function (bit) 0
- Reset Connection (bit) L]
Synchronize (bit) 1
-~ No More Data (bit) 0
Window size (int) 4096
Checksum (int) <auto> 40122
Urgent painter (int) 0
v
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T OF 52 W

A AEB K L7 iR DU C B AR 2 AR ST 0 TP D A . BC B — R U ik
FH HEONEIR S 3 RSN web, BIERSVF SRS, Idsk H&: A

HAZE R 15

Bam firas

R

RRER

E}' HohitsEl ¢ BRIFRIRER Al
1 ¥ 5020202 BEEE
© BED
s

BFEE  BERd

FEES
Eo2aEE

BiPEntE BAiFRES
bl 2

BAER v | Y SHER =
R & A R BT & By L3
= 1] = IPBAFERER
Jicmp 1P SRR 1000 pps v B
4 E3TCP 1P EH9RRIE 100 mbps *| =R
=) TCP FLOOD IZ#&ifll 5 pps T ® DOS IgehbAf =5
=] SYN FLOOD Teariailll 5 pps ¥ [ S 1RG4 Bgm
2) FIN FLOOD Izt 5 pps v [ PSS BEm
=) RST FLOOD Izataill 20000 pps T = ICMPBFERS
=) #7522 SESSION FLOOD IZaEEiaH 2000 cps ICMP SRIRIE 10 pps ¥ = v
=) SESSION FLOOD Hzestail 20000 connections ICMP BEIMRE 100 mbps v | =F
upP = TCPRAIFRER
“1DNS TCP ¥RIRIE 3 pps ¥ 2Em v
e TCP BRRE 3 mbps v| =
~INTP TCP 4K BRIRE 3 mbps v | ==
SYN JBIAE - - EaEst v
TCP IR 1000 - = v
TCP IRSIEEEIRE B - = v
#BEER m\
H=s
1PBlE BHFTIR s PR B B 1Btk2
1 50.12.202 50.20.202 cp source rate limit 298 e BMERSESA

wH

11. IP WG RBHI AR ELRE (VFW A X86 1 ARM X

R=p

WX H
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Wik H §
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Client vFW1(X86) vWAF VFW2(ARM)vDPI Server

m! T@@ = ]

ot So— @l

o \\\_/ /’%

WD B

A%
WL

B ip M55, I8 SRv6 MV 558 U 1) Hd e #vH AT vEW VAS G, fE vEW BXT ip

TR R ], TERE A U BT DS A R R B D R

TR -

1 58 R MR 2% TT 25 5

2+ SERK DPT A vEW [ 2e2k 58628 Hoh vEW 7 55 X86 4528 Al ARM IR 45 455

WA B

X86 AR 55#% vEW i :

1. fE SFC 5 piILIC ip PR, EEE[A 3] T1 B%IE;

2. RAHE ip T, P8 ip BEAE 50. 11.101.1/32750. 11. 102. 1/32 257 4> 1P, H
[ ips S IRBEAS s

3. fE vEW BB GFAH R ML G, ARV iRl 4 DL R R e TP U ] 4 )
B Y8 ip AFEHLN 50. 11.101. 1/24, HM ip &, WMENEE, ENE
“aFfid g HAEM RS A O permit; A TSR 2;

4. fER KB HERE R HE, g00R1E R

5. AILATEBG kB H ESIMES HEEE>EMH > HERA.: vrmhes, 55673

CLREIEE e T
6. FRFHIEEF I, mERESIO N RREERREEY, RESENERS
r, BRI,

7. BRI EEIBARDE -GS EEEZNZINSGIHEE, AW E 1

ARM R 55 % vEW j3t «

1. 1E SFC H5 s ULHS ip Bris, FE 2[R 220k ARM By Kk 5% ) g ;

2. MRACHE ip R0, P ip BEAE 50. 11.21.2/32750. 11. 22. 2/32 257 4~ 1P, HIX
ips i CABEAS,

3. fE vEW BB AR R E AR %R, E VA T R AR 2 1P 15 A4
H: I8 ip AFENIA 50.11.21.2/24, HE ip FE, RS NIEE, shENIEL
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T % 54 W

Frd H AR HARR O permit; A HIHILEHR 2;
4, FERTKEE H ERCE AR AU RS H &, FOE R
5. W RAERE K H E S IRE> H SEE>H M H 5> HERA.

i AR L 45 2R
6. FaRFHIEEF I, EEERESVO N R EERREEY, RESENERS

r, BEBEHE;

7. K Ebr R REBE T E -GS EAEEZN 2SI ER, ATURER 1

iR, A E

B R

T 45

1. FRECE RN, J5 ip N 50. 11. 101. 1/24 (RS FEWr, HABR &1 i 1E %

2= HR A 4% FO R 8] AN 25 1) 2648 IE W R D) SR ka3, W EES g ANgitHE
=]

Jin

WAL R

PR 5L
X86 AR 55 %% vEW IR -
1. fE SFC 15 s VLA ip Phil, EEmF| T1 BEIE;

["R1-GigabitEthernet0-3-16.7]d1 thi
#

interface GigabitEthernet0-/3-16.7
vlan-type dotlg 7

ip binding vpn-instance huawei

ip address 50.11.20.1 255.255.255.0
statistic enable

traffic-policy FWDPI inbound
#
return
["R1-GigabitEthernet0-3-16.7]_

2. MR K ip 0, B ip BEAF 50. 11. 101, 1/32750. 11. 102. 1/32 257 A~ 1P, H
) ips i E A BEAR

StreamBlock Editor - Port //1/1 [98:35:ED:B4:E7:0D/GigabitEthernet0/3/16] : FW+DPI X

General Frame Groups RxPort Preview

Preview:

et | v | veo

ShowAllFields [] Allow Invalid Packets

Name Value ~
Frames
= rrone E—
Create new Frame >
= Ethernetll
Save Frame as
Template... Preamble (hex) b555555555555d5
Manage Frame 3
Templates .. - Destination MAC 98:35:ED:B4E:2C
Source MAC 00:10:94:00:00:02
Actions
& Vians
Add Header(s)...
= Vian
Link Modifiers/VFDs...
i Type (hex) 8100

Others Priority (bits) 000
Expand All - oF1 (it 0
Collapse Al D ) 7

- EtherType {hex) <auto> Intemet [P

—- IPva4 Header

Version (int)

Header length (int)
... ToS/DiffServ

Total length (int)

Identification (int)

<auto> 4
<auto> S

tos (0x00)

0
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)

X %

55 ®

General Frame Groups RxPort Preview
Preview:
Eane | 1ot | oo
Name
Frames i
i - Control Flags

Create new Frame > i

Save Frame as | Resereed (0

Template... i~ DF Bit (bit)

Manage Frame i

Temaistean e o g
Fragment Offset (int)

Acti

e Time to live (nt)
Add Header(s)..
A - Protocol (int)

Link Modifiers/VFDs...
Checksum (nt)

Others (- Source

Expand All L. 1Pv4 Modifier

| I

Collapend - Destination

Header Options
- Gateway
= UDP Header

Source port (int)
Destination port (int)
Length (int)
Checksum (int)

SERID HRE AfF RS R

% 10208 fw11291319.. X Q

2 10206 fwi1291312.. o

HEER BRER Z25|E

* ZIR | fw1129131945

iz
bric @

TR 50.11.101.0
IR
b |
,Eg,l:l
B
Bauiteile
BHRE
e
=it
s
[:njE)
=]
F=RE A
;E v

® b

TALE

StreamBlock Editor - Port //1/1 [98:35:ED:B4:E7:0D/GigabitEthernet0/3/16] : FW+DPI X

Show AllFields [] Allow Invalid Packets

Value ~

oo o e

<auto> UDP

10.11.101.1
Count=257;5tep=0.0.0.1
50.20.20.2

192.85.1.1

1000
2000

<auto> 16148

B B B 223N
fhit
50.11.101.0

g

50.20.20.2

o]

3. fE vEW BB AR R E AU RENT 5, LRV R T R ECEE 2 1P 15 A4
FE: Y8 ip AENLN 50, 11.101. 1/24, HI ip (F&, RS NER, shiENE
ZHd s H BRSNS, HALTE M permit; 4 USSR 2;
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#

interface GigabitEthernet0-3-16.10
vlan-type dotlg 10

ip binding vpn-instance huawei

ip address 50.12.20.2 255.255.255.0
statistic enable

traffic-policy FWDPI_ARM inbound
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Header Options
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	1.基于SRv6 Be的业务预部署
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	7.基于SRv6 Policy的L3VPN业务布放及路径计算
	8.基于SRv6 Policy的业务路径调优
	9.网络预部署&VAS网元安装
	10.TCP SYN报文攻击防御
	11.IP流访问控制和流量监控（vFW兼容X86和ARM双平台）
	12.web用户访问控制和内容审计


