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Agenda

• L3VPN/EVPN L3VPN over SRv6 BE

• EVPN VPWS over SRv6-BE



End.DT4: Decapsulation and Specific IPv4 Table Lookup

Processing Logic:

IF NH=SRH and SL > 0

drop the packet

ELSE IF ENH = 4

pop the (outer) IPv6 header and its extension headers

lookup the exposed inner IPv4 DA in IPv4 table T

forward via the matched table entry

ELSE

drop the packet

Usage: L3VPN use-case where a FIB lookup in a 

specific tenant table at the egress PE is required. 

Reminder:
The End.DT4 SID must always be the last SID, or it can be the 
destination Address of an IPv6 packet with no SRH header.

ENH (effective next header) 4 refers to IPv4 encapsulation as 
defined by IANA allocation for Internet Protocol Numbers

PE1 PE2P

V4 VPN A

END.DT4: A1:1::100 END.DT4: A1:2::100

V4 VPN A

CE2

SRv6 Hdr

IPv6 Hdr

(A1:2:: 100, ...) ENH=4,SL=0

Payload

Payload

100.1.1.1

CE1

200.1.1.1

SA=E1::1,DA=A1:2::100

DA=100.1.1.1  SA=200.1.1.1IPv4 Hdr

DA=100.1.1.1  SA=200.1.1.1



Basic BGP Configuration

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

[~PE1-bgp]display this
#
bgp 100
peer 2::2 as-number 100
peer 2::2 connect-interface LoopBack0

#
ipv4-family vpnv4
policy vpn-target
peer 2::2 enable
peer 2::2 prefix-sid

#
l2vpn-family evpn
policy vpn-target
peer 2::2 enable
peer 2::2 advertise encap-type srv6

#

Neighbor with RR using 
IPv6 address

BGP with VPNv4 and EVPN address-family

Prefix-SID extension

Prefix-SID extension and 
SRv6 encapsulation

[~P&RR-bgp]display this
#
bgp 100
peer 1::1 as-number 100
peer 1::1 connect-interface LoopBack0
peer 3::3 as-number 100
peer 3::3 connect-interface LoopBack0
peer 4::4 as-number 100
peer 4::4 connect-interface LoopBack0

#
ipv4-family vpnv4
undo policy vpn-target
peer 1::1 enable
peer 1::1 reflect-client
peer 1::1 prefix-sid
peer 3::3 enable
peer 3::3 reflect-client
peer 3::3 prefix-sid

peer 4::4 enable
peer 4::4 reflect-client
peer 4::4 prefix-sid

#              
l2vpn-family evpn
undo policy vpn-target
peer 1::1 enable
peer 1::1 reflect-client
peer 1::1 advertise encap-type srv6
peer 3::3 enable
peer 3::3 reflect-client
peer 3::3 advertise encap-type srv6
peer 4::4 enable
peer 4::4 reflect-client
peer 4::4 advertise encap-type srv6

#

BGP Configuration on RR



L3VPN over SRv6: End.DT4

[~PE1-bgp-srv6_vpn1]display this
#
ipv4-family vpn-instance srv6_vpn1
import-route direct
segment-routing ipv6 locator SRv6_locator
segment-routing ipv6 best-effort
peer 78.1.1.1 as-number 65002

#

Optional
[~PE1-segment-routing-ipv6-locator]display this
locator SRv6_locator ipv6-prefix A1:: 64 static 32

opcode ::80 end-dt4 vpn-instance srv6_vpn1
#

SRv6 for L3VPN ServiceTraditional L3VPN and AC interface
Without any change 

[~PE1-vpn-instance-srv6_vpn1]display this           
#
ip vpn-instance srv6_vpn1
ipv4-family
route-distinguisher 100:1
vpn-target 100:1 export-extcommunity
vpn-target 100:1 import-extcommunity

#
[~PE1-GigabitEthernet1/0/0.1]display this
#
interface GigabitEthernet1/0/0.1
vlan-type dot1q 1
ip binding vpn-instance srv6_vpn1
ip address 78.1.1.2 255.255.255.0

#

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

L3VPN Service

Specify the locator and End.DT4 
SID will be auto-generated

Specify using VPN SID for 
recursive lookup and SRv6 
Best Effort forwarding

78.1.1.1/24 78.1.1.2/24

79.1.1.2/24 79.1.1.1/24

Specify static End.DT4 SID for 
vpn-instance in locator, and 
VPN will prefer the static SID 



Check End.DT4 Function

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

L3VPN Service

78.1.1.1/24 78.1.1.2/24

79.1.1.2/24 79.1.1.1/24

Display Local-SID forwarding table for End.DT4

After static configure SID, using SID A1::80 for srv6_vpn1Using dynamic generated SID A1::1:0:9B for srv6_vpn1



Display BGP routing table for CE1 address on remote PE4

End.DT4 SID allocated on PE1

Check L3VPN Routing on Remote PE

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

L3VPN Service
78.1.1.1/24 78.1.1.2/24

79.1.1.2/24 79.1.1.1/24

VPN SID as next-hop for 
route-recursive 

Data

DA = 78.1.1.1

SA = 79.1.1.1

Data

DA = 78.1.1.1

SA = 79.1.1.1

Data

DA = 78.1.1.1

SA = 79.1.1.1

IPv6 Header
SA = 4::4
DA = A1::80
NH = 4 (IPv4)

Display IP routing table for CE1 address on remote PE4



SRv6 Configuration Example – EVPN L3VPN 

EVPN L3VPN and AC interface 

[~PE1-vpn-instance-srv6_vpn2]display this
#
ip vpn-instance srv6_vpn2
ipv4-family
route-distinguisher 100:2
vpn-target 100:2 export-extcommunity evpn
vpn-target 100:2 import-extcommunity evpn

#
// Same AC Configuration
[~PE1-GigabitEthernet1/0/0.2]display this
#
interface GigabitEthernet1/0/0.2
vlan-type dot1q 2
ip binding vpn-instance srv6_vpn2
ip address 78.1.2.2 255.255.255.0

#

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

EVPN L3VPN Service

78.1.2.1/24 78.1.2.2/24

79.1.2.2/24 79.1.2.1/24

VPN-target for 
EVPN L3VPN

[~PE1-bgp-srv6_vpn1]display this
#
ipv4-family vpn-instance srv6_vpn2
import-route direct
advertise l2vpn evpn
segment-routing ipv6 locator SRv6_locator evpn
segment-routing ipv6 best-effort evpn
peer 78.1.2.1 as-number 65002

#

Optional
[~PE1-segment-routing-ipv6-locator]display this
locator SRv6_locator ipv6-prefix A1:: 64 static 32

opcode ::80 end-dt4 vpn-instance srv6_vpn1
opcode ::81 end-dt4 vpn-instance srv6_vpn2 evpn

#

SRv6 for EVPN L3VPN Service

Specify the locator and End.DT4 
SID will be auto-generated

Specify using VPN SID for 
recursive lookup and SRv6 
Best Effort forwarding

Specify static End.DT4 SID for vpn-
instance in locator, and EVPN 
L3VPN will prefer the static SID 

Advertise routes with EVPN 
L3VPN type-5 IP Prefix



Check End.DT4 Function

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

EVPN L3VPN Service

78.1.2.1/24 78.1.2.2/24

79.1.2.2/24 79.1.2.1/24

Display Local-SID forwarding table for End.DT4

After static configure SID, using SID A1::81 for EVPN L3VPN srv6_vpn2Using dynamic generated SID A1::1:0:9C for EVPN L3VPN srv6_vpn2



Display BGP routing table for CE1 address on remote PE4

End.DT4 SID allocated on PE1

Check EVPN L3VPN Routing on Remote PE

VPN SID as next-hop for 
route-recursive 

Data

DA = 78.1.2.1

SA = 79.1.2.1

Data

DA = 78.1.2.1

SA = 79.1.2.1

Data

DA = 78.1.2.1

SA = 79.1.2.1

IPv6 Header
SA = 4::4
DA = A1::80
NH = 4 (IPv4)

Display IP routing table for CE1 address on remote PE4

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

78.1.2.1/24 78.1.2.2/24

79.1.2.2/24 79.1.2.1/24

EVPN Type-5 IP Prefix Route



Agenda

• L3VPN/EVPN L3VPN over SRv6 BE

• EVPN VPWS over SRv6-BE



End.DX2: Decapsulation and L2 cross-connect to OIF

Processing Logic:

IF NH=SRH and SL > 0

drop the packet 

ELSE IF ENH = 59 

pop the (outer) IPv6 header and its extension headers

forward the resulting frame to OIF bound to the SID S

ELSE

drop the packet

Usage: L2VPN/EVPN VPWS use-case.

Reminder:

An End.DX2 SID must always be the last SID, or it can be the

Destination Address of an IPv6 packet with no SRH header

SA=A1::1,DA=A2::DC6:100

Payload

SA=MAC A,DA=MAC D

(A2::DC6:100, …), ENH=59, SL=0 

Payload

END.DX2 
A2::DC6:100

PE

CE

SA=MAC A,DA=MAC D



Single-Homed EVPN VPWS over SRv6 BE

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

EVPN VPWS Service

177.1.1.1/24

177.1.1.2/24

EVPN VPWS and AC interface 

[~PE1-vpws-evpn-instance-srv6_vpws]display this
#
evpn vpn-instance srv6_vpws vpws
route-distinguisher 100:2
segment-routing ipv6 best-effort
vpn-target 100:2 export-extcommunity
vpn-target 100:2 import-extcommunity

#
[~PE1-evpl-srv6-1]display this
#
evpl instance 1 srv6-mode
evpn binding vpn-instance srv6_vpws // Binding evpl instance to evpn

instance, multi evpl instance could be bind to one evpn instance
local-service-id 100 remote-service-id 200 // Specify local and remote 

AC-ID, on the other PE, configuration should be reversed
segment-routing ipv6 locator SRv6_locator

#
[~PE1-GigabitEthernet1/0/0.100]display this
#
interface GigabitEthernet1/0/0.100 mode l2
encapsulation dot1q vid 100
rewrite pop single
evpl instance 1 // Binding AC to evpl instance

#

Specify the locator and End.DX2 
SID will be auto-generated

Specify using VPN SID for 
recursive lookup and SRv6 
Best Effort forwarding

Optional
[~PE1-segment-routing-ipv6-locator]display this
locator SRv6_locator ipv6-prefix A1:: 64 static 32

opcode ::82 end-dx2 evpl-instance 1
#

Specify static End.DX2 SID for evpl instance

Specify evpl instance in 
SRv6 mode

Note:
BGP EVPN address-family has already 
deployed in page 17



Check End.DX2 Function and Local EVPN A-D Route

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

177.1.1.1/24

177.1.1.2/24

Display End.DX2 forwarding table on PE1

Static configured  
End.DX2 SID A1::82 

Display local EVPN A-D route for evpl instance 1 on PE1

End.DX2 SID carried in route

Single-homing, ESI=0 Local AC-ID



Check Remote EVPN A-D Route and EVPL Instance

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

177.1.1.1/24

177.1.1.2/24

Display remote EVPN A-D route for evpl instance 1 on PE4

Display all EVPN A-D route for evpl instance 1 on PE4

Local AC-ID on PE4
Remote AC-ID on PE4

End.DX2 SID allocated on PE1

Display evpl instance 1 state on PE4

Using SRv6 BE 
forwarding



Ping from CE2 to CE1 across EVPN VPWS

PE1 PE3

P&RR PE4

CE1

CE2

Loopback  :  1::1/64
Locator     :   A1::/64

Cost 10

Cost 10 Cost 10

Cost 100

GigabitEthernet1/0/2
7:10::1/64

GigabitEthernet1/0/1
7:10::2/64

GigabitEthernet1/0/1
7:9::1/64

GigabitEthernet1/0/1
7:9::2/64

GigabitEthernet1/0/4
10:12::1/64

GigabitEthernet1/0/2
10:12::2/64

GigabitEthernet1/0/4
9:12::1/64

GigabitEthernet1/0/1
9:12::2/64

Loopback  :  3::3/64
Locator     :   A3::/64

Loopback  :  2::2/64
Locator     :   A2::/64

Loopback  :  4::4/64
Locator     :   A4::/64

177.1.1.1/24

177.1.1.2/24

Data

DA = 177.1.1.1

SA = 177.1.1.2

Data

DA = 177.1.1.1

SA = 177.1.1.2

Data

DA = 177.1.1.1

SA = 177.1.1.2

IPv6 Header
SA = 4::4
DA = A1::82
NH = 59 (No-header)



Thanks
Huawei Live


